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o8 Postfix

e http://www.postfix.org/
 nahrada sendmailu
 kompatibilita se sendmailem

* novy koncept
* vice mensich programu POSTFIX
e klicové komponenty
— master, gmgr, ngmgr
* input
- smtpd, bounce, cleanup
e delivery agents
— local, virtual, smtp
e rozsireni

e http://www.postfix.org/addon.html

Jan Kubr — 8_mail_2 Jan Kubr 2/18




feR8 Postfix - konfigurace

o /etc/postfix/master.cf
e start ostatnich daemonu
e /etc/postfix/main.cf
e volby postfixu
* # komentar
 musi byt prvni neprazdny znak
e viceradkoveé volby
e dalsi radek zacina prazdnym znakem

* S uvozeni proménné
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fo&8 Postfix - architektura

prijem zprav master dorucovani
zprav
pickup |-
=  smip
smipd |-
- Imtp
gmtpd |-
o local
ostatni moduly _
P virtual
bounce |-
= error
flush |-
= discard
tlsmgr |-
verfy |-

zdroj: http://www.abclinuxu.cz/clanky/site/stavime-postovni-server-1-postfix
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fa&8 Postfix - prichod zpravy

prijem zprav

trivial-rewrite

pickup

smtpd

gmgpd

> cleanup

zdroj: http://www.abclinuxu.cz/clanky/site/stavime-postovni-server-1-postfix

trivial-rewrite

dorucovani
Zprav

smtp

gmgr

deferred

Imtp

local

virtual

errar

discard
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e myhostname

e mydomain
* myorigin
* inet_interfaces
 mydestination

e domény pro prijem
e relay_domains

e z/do domény pro relay
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fo& Vyrazy, mapy

mydomain = firma.cz
myhostname = maill.Smydomain

mapy
hash, btree, dbm; regex, PCRE; LDAP, SQL, NIS

mynetworks = hash:/etc/mynetworks

hash
homer@springfieldnukes.com homer@yahoo.com
smithers@springfieldnukes.com iluvburns@hotmail.com

regex
/"Subject: Your Credit Info/ REJECT
/ASubject: Hot Celebs 100% Exposed!/ REJECT
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mailto:iluvburns@hotmail.com

o8 konfigurace

e postconf

* e editace
* m typy map
* n ne defaultni nastaveni
° v
e postmap
e postmap typ:/cesta

e postalias
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fo8 filtrovani

* header_checks = typ:/cesta
* body checks = typ:/cesta

 REJECT
* WARN
* IGNORE

/ASubject:.*VIAGRA/ REJECT
/ASender:.*/ IGNORE
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foR8 virtualni domény

virtual_alias_maps = typ:/cesta

virtual_alias_domains = virtual.dom

mapovani pomoci mapovaci databaze
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fo&8 sprava

e postfix (postkick)
e check, reload, start, stop, abort, flush

e postqueue

e p zobrazeni
e f flush
e (sendmail -bp, sendmail -q)

e postcat

e postsuper
e did smazani
e rid znovuzarazeni do fronty
e s kontrola struktury fronty
* p smazani docasnych souboru
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f7&8 logovani

e synchronni x asynchronni logovani
e analyzatory logu
e http://www.postfix.org/addon.html#logfile
e pflogsumm
— denni sumarizace
 mailgraph
— statistiky, RRDtool frontend

106
22
2]
0
[
d (22
w 5@
n 40
E
30
20
1@
ﬂ_
DE:05  02:00 0400 0600 G@3:00 10:08 12:08 14:00 1600 18:00 20000 22:00
W Sent total: 6705 msgs  avg: 4.64 msgs/min max: 554 msgs/Smin
B Received total: 13371 msgs  avg: 9.24 msgs/min  max: Bl msgs/min

Bl Rejected total: 234965 msgs  avg: 89.90 msgs/min max: 6816 msgs/smin
[Tue Apr 13 23:07:59 2018]
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foR8 SMTP AUTH

e ESMP

* Simple Authentication and Security Layer (SASL)
e http://asg.web.cmu.edu/sasl/

e http://www.postfix.org/SASL_ README.html

e qutentizace

e pam, shadow — nevhodné (root pristup)

e saslauthd
e sasldb
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o8 saslauthd

e /usr/lib/sasl2/smtpd.conf
 pwcheck _method: saslauthd

 mech_list: plain login

o /etc/sysconfig/saslauthd

* MECH=pam
o /etc/postfix/main.cf

e smtpd_sasl auth _enable = yes

e smtpd_recipient_restrictions = permit_sasl_authenticated

 smtpd_sender login_maps = typ:/cesta
* reject_sender _login_mismatch = yes
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o8 sasldb

e /usr/lib/sasl2/smtpd.conf
e pwcheck _method: sasldb
e /etc/sasldb
* pozor na chroot

e saslpasswd -u myhostname -c user

e sasldblistusers
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o8 testovani

echo -en "student\Ostudent\Ostudent" | openssl enc -base64

c3R1ZGVudABzdHVkZW50AHNOdWRIbnQ=

telnet localhost 25

AUTH PLAIN c3R1ZGVudABzdHVkZWS50AHNOdWRIbnQ=
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o /etc/postfix/main.cf
smtpd _use_tls =yes

smtpo
smtpo

smtpo

t
t
t

s_key file = /etc/postfix/key.pem
s _cert file = /etc/postfix/cert.pem
s_CAfile = /etc/postfix/CAcert.pem

smtpd_recipient_restrictions = permit_tls_clientcerts
smtpd tls _ask ccert =yes
relay clientcerts = typ:/cesta

— otisk jméno

— openssl x509 -fingerprint -in client.pem
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&8 literatura

e http://www.abclinuxu.cz/serialy/stavime-postovni-server
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