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* vyuziva OpenSSL
* autentizace
» sdileny klic
« certifikaty
* jméno/heslo
« Sifrovani
 knihovna OpenSSL
« rozsSireni HMAC
« zadné
« protokoly

. UDP
. TCP

* rezimy

»,obchodni cestujici“
host - host

sit - sit

smeérovani

prepinani

* bezpecnost

userspace

nonroot

chroot

mlockall

smart cards PKCS#11
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fe&8 minimalni konfigurace

server client
dev tun remote server.cz
ifconfig 10.8.0.1 10.8.0.2 dev tun
secret static.key ifconfig 10.8.0.2 10.8.0.1

secret static.key

openvpn --genkey --secret static.key
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fo&8 rozsireni konfigurace

comp-lzo

keepalive 10 60
Ding-timer-rem
persist-tun

persist-key

user nobody
group nobody
daemon

comp-lzo

keepalive 10 60

ping-timer-rem ;start ping po conn
persist-tun

persist-key

route 192.168.1.0 255.255.255.0
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foR8 certifikaty a Sifrovani

Ca ca.crt

cert server.crt

key

server.key

dh dh1024.pem
;duplicate-cn
;tls-auth ta.key O

;CIp
;CIPp
;CIPp

ner BF-CBC
ner AES-128-CBC

ner DES-EDE3-CBC

Ca ca.crt

cert client.crt

key client.key
;remote-cert-tls server
;tls-auth ta.key 1
;cipher BF-CBC

;Cipher AES-128-CBC
;Cipher DES-EDE3-CBC
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foR8 smérovana vpn

dev tun dev tun
server 10.1.0.0 255.255.255.0
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fo& prepinana vpn

dev tap dev tap

server-bridge 10.8.0.4 255.255.255.0 10.8.0.50
10.8.0.100

* nastaveni bridge v OS
* (bridge-utils)

-- 6_openvpn



fo&8 predavani informaci

push "route 192.168.10.0 255.255.255.0"
push "route 192.168.20.0 255.255.255.0"
push "redirect-gateway"

push "dhcp-option DNS 10.8.0.1"

push "dhcp-option WINS 10.8.0.1"

pull

-- 6_openvpn



feRd ostatni volby

client-to-client
ifconfig-pool-persist ipp.txt
max-clients 100

status openvpn-status.log
log openvpn.log
log-append openvpn.log
verb 3

remote-random
resolv-retry infinite

http-proxy

mute-replay-warnings ;potlaceni varovani u duplicitnich paket(
(WiFi)

remote-cert-tls server ;vynuceni spravného certifikatu
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&8 smérovani do siti klient{

client-config-dir ccd

route 192.168.4.0 255.255.255.0

client-to-client
push "route 192.168.4.0 255.255.255.0"

[ccd/clientl] iroute 192.168.4.0 255.255.255.0
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Pokud bude cas
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f2&8 Secure Shell (ssh)

« terminalovy pristup
* prenos soubor(
e port forwarding

X11 forwarding

podpora vpn
|ze pouzit jen pro tunelovani TCP

autentizace

 heslo
 rhosts
* rhostsRSA

« verejné klice
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a3 ssh tunel |

hk.doma.cz imap.cvut.cz

\

2001 = 5523 () 22— 143

ssh -L2001:localhost:143 imap.cvut.cz
ssh -L2001:imap.cvut.cz:143 imap.cvut.cz
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&8 ssh tunel I

imap.doma.cz hk.cvut.cz

I

143 €4— 5523 () 22 <« 2001

ssh -R2001:localhost:143 hk.cvut.cz
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fo&8 ssh tunel Il

imap.cvut.cz

hk.doma.cz ssh.cvut.cz

\

2001 —®- 5523 () 22 —® 1225

ssh -L2001:imap.cvut.cz:143 ssh.cvut.cz
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fo&8 vpn - vlastnosti

» transparentni spojeni

* nizsi zatizeni oproti vzdalenému
terminalu

* slozité nastaveni klientu

* rozdilné prostredi

 lokalné instalované aplikace
 slozita implementace IDS
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was Vzdaleny pristu
e y B P

bezpecnostni rizika

* chybné nastaveni tunelu
« X11 ssh tunneling
« kompromitovani klienta
» Utok zevnitr sité
* nova brana do Internetu
* nastaveni osobniho paketového filtru

» slozity dohled sité
. IDS ...
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fo&¢ Literatura

* http://www.rfc-editor.org
* http://crypto-world.info
 Pavel Satrapa, IPv6, Cesnet, 2002

« Wenbo Mao, Modern Cryptography, Prentice Hall,
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« Barrett, Silverman, SSH, O'Reilly, 2003

 Northucutt, Network Perimeter Security, New Riders,
2003

* http://www.openssl.org/

e http://www.openvpn.net
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http://www.openssl.org/
http://www.openvpn.net/

A mnoho dalsiho ...
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