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fo&8 Historie

e 60ta leta — komunikace na mainframe pocitaci

e 70ta léta — zpravy v ARPANETuU

* Mail Box Protocol
e FTP Mail

e Mail Protocol

e 1982 SMTP rfc821

* UUCP (Unix to Unix CoPy)

* vhodny pro nepravidelné pripojované pocitace
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e MUA — Mail User Agent

e mail klient
e MTA — Mail Transfer Agent

* mail server
e MDA — Mail Delivery Agent

e program pro ukladani zprav do lokalni schranky
 mail relay

e MTA, které zprostredkuje doruceni zpravy mezi
jinymi MTA
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‘&.?22;‘ 5
f ‘\:rﬁ Posta - struktura

- from: alice@skola.cz

smtp pop3/imap
smtp
MTA MTA
smtp.skola.cz mail.firma.cz

S

mail.firma.cz
MX firma.cz?

DNS
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mailto:bob@firma.cz
mailto:bob@firma.cz

f&8 e-mailova adresa

e kubr@fel.cvut.cz
e kubr

* mistni cast (vétSinou jméno)
— max. 64 znaku
- a-Z,09 #SKH*/? | M {} ~&'+-=_
- . (max. 1x, nesmi byt prvni a posledni znak)
— néktera reseni (napr. hotmail) vice omezuji znakovou sadu

e fel.cvut.cz

e doména
— max. 255 znaku
— dns MX zdznam

e Jan Kubr <kubr@fel.cvut.cz>
e zobrazované jméno <adresa>
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mailto:kubr@fel.cvut.cz
mailto:kubr@fel.cvut.cz

o8 Format zpravy

* hlavicka

° rfc2822

* jméno ,,:“ hodnota

 from:, to:, subject:, date:

e cc:, bcc:, received:, content-type:, reply-to:, ...
e prazdny radek
e telo

* kodovani obsahu

— 7bit, 8bit, quoted printable, base64

— znakové sady (8859-2, utf, 1252)
— plain text, html
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 Multipurpose Internet Mail Extensions

e rfc2045-7, rfc4288-9, rfc2077

e rozsireni pro posilani zprav
e texts diakritikou,
* netextovy obsah,
e vicedilné zpravy,

e pole hlavicky s diakritikou,
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o8 MIME hlavicka

e MIME-Version
e MIME-Version: 1.0

* Content-Type

e typ/podtyp;doplnkové informace
e Content-Type: plain/text; charset=UTF-8

e Content-Transfer-Encoding
* normalni SMTP servery
— 7bit, quoted-printable, base64
e SMTP servery s rozsirenim 8BITMIME
— 8bit
e SMTP servery s rozSirenim BINARYMIME
— binary
 Content-Transfer-Encoding: quoted-printable

Jan Kubr — 6_mail Jan Kubr 8/15



e Simple Mail Transfer Protocol

e predavani zprav na MTA

e ESMTP — soucasna varianta

e rfc2821
e tcp/25

e textove orientovany protokol
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o83 SMTP komunikace

: 220 mail.example.com ESMTP Postfix

: EHLO example.net

250-mail.example.com

250-EXPN

250-HELP

250 SIZE 1000000

: MAIL FROM:<sender@example.net> SIZE=500000
250 Address Ok.

: RCPT TO:<friend@example.com>

250 friend@example.com OK; can accomodate 500000 byte message
: DATA

: 354 Send message, ending in CRLF.CRLF.

L oL owvowvwuvwuvwwoow

250 Ok
: QUIT
221 Goodbye

“wowvo
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e Post Office Protocol (v3)

e stahovani posty na klienta

e rfc1939

e tcp/110

* nepodporuje slozky

* moznost smazani/ponechani na servereru
* moznost stazeni hlavicek zprav

e textove orientovany protokol
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f2&88 POP - komunikace

+0OK POP3 server ready <1896.697170952 @dbc.mtview.ca.us>
USER mrose

+0OK User accepted

PASS mrosepass

+0OK Pass accepted

+0OK mrose's maildrop has 2 messages (320 octets)
STAT

+0K 2 320

LIST

+0K 2 messages (320 octets)

1120

2 200

RETR 1
+0K 120 octets
<POP3 server posila 1. zpravu>

DELE 1

+0K message 1 deleted

RETR 2

+0K 200 octets

<POP3 server posila 2. zpravu>

DELE 2

+0K message 2 deleted

QUIT

+0OK dewey POP3 server signing off (maildrop empty)

LoLovLLLoLoLLLODLLLLOLOLOLOOKOOWY
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* Internet Message Access Protocol

e stahovani zprav na klienta

e rfc3501

e tcp/143

* podpora slozek

* vice uzivatelu pripojenych k jedné schrance
e informace o stavu zpravy

* hledani na serveru

* slozity protokol
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fo& Zabezpeceni posty

e PEM - Privacy-enhanced Electronic Mail
° rfcl421-4

e PGP — Pretty Good Privacy
e rfc2015, rfc3156

e S/MIME — Secure MIME
e rfc2632-4
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f8 Literatura

 MIME
e rfc2045-7, rfc4288-9, rfc2077

e SMTP
e rfc2821

e PEM
e rfcl421-4

e PGP
e rfc2015, rfc3156

e S/MIME
e rfc2632-4
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