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Komunikacni specifika - IP

® Komunikace bod-bod (End-to-End)

® Prenos paketu bez sestaveni spojeni

® Zadné funkce pro spolehlivé spojeni a
doruceni

® Lze aplikovat traffic shaping a traffic
policing



Komunikacni specifika - UDP
Komunikace bod-bod (End-to-End)

Prenos paketU bez sestaveni spojeni

® Zadné funkce pro spolehlivé spojeni
a doruceni

® Kontrola integrity prenasenych dat

® Lze aplikovat traffic shaping a traffic policing



Komunikacni specifika - TCP

® Spojove orientovana komunikace — sestaveni spojeni
® Spolehlive dorucena dat v poradi

® Zpétna vazba mezi vysilanim a pfijmem je zasadné
ovlivnéna:

® Zpozdénim ve smycce (RTT —Round Trip Time)
® Ztratovosti

Rada zpétnovazebnich algoritmd

® Congestion control mechanismy



Long Fat Networks, Bandwith Delay Product

® Problem vysokorychlostnich datovych siti
s velkym zpozdenim (SDH, satelitni spoje,
bezdratove site)

® Mnozstvi dat, které zUstava mezi zdrojem
vysilani a prijemcem
WindowSize
TCP Throughput = RTT

WindowSize = TCP.

Troughput .

RITT



Long Fat Networks, Bandwith Delay Product

® 16ti bitove omezeni definice velikosti okna v TCP zahlavi odpovida
velikosti okna 65535B

Propustnost (Mbit/s) RTT (ms) Po:g::,‘{(?‘r;a(;:j!lttc;st

22 (VDSL) 30 82 500
45 (T3) 60 337 500

® TCP window scale option (RFC 1323 - TCP Extensions for High
Performance)



Long Fat Networks, Bandwith Delay Product

Maximum Throughput Depend on RTT and Constant Window Size
| 7 Velikost okna 64 kB

Maximum Throughput (Mbps)

0 100 200 300 400 500 600 700
RTT (ms)



Zakladni mechanismy reqgulace TCP prenosu

® Slow Start and Congestion Avoidance (RFC 793)

CWND +

CWNDZ2Z |

Time
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Slowr Wait for Timeout A Slow Congestion
Start Start Avoidance

Timeout



Zakladni mechanismy reqgulace TCP prenosu
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Zakladni mechanismy reqgulace TCP prenosu
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Zakladni mechanismy reqgulace TCP prenosu

® Selective Acknowledgments (RFC 2018)
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akladni mechanismy requlace TCP prenosu

Mechanizmus RFC 1122 TCP Tahoe TCP Reno
RTT Variance Estimation x x x
(odhad kolisani doby odezvy)
Exponential RTO Backoff x x x
(exponencialni prodluzovani doby Casovace
opakovaného vysilani)
Karn’s algorithm x x x
(Karntv algoritmus)
Slow Start x x x
(pomaly start)
Dynamic Window Sizing on Congestion x x x
(dynamické nastaveni velikosti okna v pfipad¢ zahlceni)
Fast Retransmit x x
(rychly opakovany pienos)
Fast Recovery x

(rychlé zotaveni)




Multipath TCP

® Rozsireni protokolu TCP (RFC 6824, RFC 618k)
® Soucasne vyuziti vice paralelnich cest
® Nezavislé rizeni vsech paralelnich kanalU

® Velke problemy se sitovou neutralitou

MP-TCP Client LTE Internet 1000BaseT MP-TCP Server

1000BaseT




Multipath TCP

Implementovano v OS Linux a iOS

Neni nutne menit stavajici sitove aplikace

Vyuziva stavajici zahlavi protokolu TCP, se kterym je
zpetne kompatibilni

Velke problemy s prostupem pres firewally, IPS a IDS
systemy

Zajimave odkazy:
http://datatracker.ietf.org/wg/mptcp/documents/,
http://www.multipath-tcp.org



http://datatracker.ietf.org/wg/mptcp/documents/
http://www.multipath-tcp.org

Multipath TCP
® TCP/IP paket po prichodu Internetem

0 1 2 3 4 Dbytes
012345670123456701234567012345%67 bits

S S S S T ST S S Y ST T S S S Y S S S S S
|version| IHL |Type of Service] Total Length |

S S S S Ot S S S A S S S O S ST S S S A

| Identification |Flags | Fragment Offset |

S S T T S St SR L I VR S S S S

| Time to Live | Protocol | Header Checksum

S M N S S

| Source Address |

S S S S S N T ST S Y T ST U S S S S S M S

| Destination Address |

S R T N S O O U S S S S S O O O S S ST S A

| Options |

S St JHE SRS S S S St S

| Source Port | Destination Port |

ot ST S S TR T S O T A R T T L T TR

| Sequence Number |

S S S S S T TS S Y Y ST U S S S S S S S

| Acknowledgment Number |

S S S S O S St P S S S SO O O OSSO S S S S

| Dpata | | | |

| offset| Reserved | Flags | Window |

|

+—+—+—+—'!-—+—+—+—+—+—'!'—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—'!-

| Checksum | Urgent Pointer |

ey N R O O SN N U R (TR T

| Options |

St SRS S S S S S O S S S S S U S A

|

L
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Throughput [Mbps]
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Multipath TCP

® Navysovani prenosove rychlosti

pppO -
pppo

1 subflow
2 subflow

pppl - 1 subflow
ppp1 - 2 subflow

15
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MP-TCP flow
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Time [s]
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25

Parameter

Value

Throughputlif 0
T hroughput 20
Throughput ,, |
Throughput

1.85 Mbps, o = 0.07 Mbps
1.78 Mbps, 0 = 0.11 Mbps
2.04 Mbps, o = 0.25 Mbps
1.42 Mbps, o = 0.13 Mbps

pppl
RTTgppo 105.84 ms, 0 = 26.29 ms
RTT{,ppo 106.82 ms, o = 25.62 ms
RTTIZJ%]1 37.87 ms, 6 =3.71 ms
RTTpppl 38.71 ms, 6 = 3.66 ms

Measurement duration

25 s




Throughput [Mbps]

Throughput [Mbps]

Multipath TCP

| Parameter

| Value |

I«
T hroughput ;1,50
Throughput ,,

® Reseni problém0 s chybovosti | iy,

1.50 Mbps, o = 0.49 Mbps
1.83 Mbps, o = 0.40 Mbps
1.96 Mbps, o = 0.19 Mbps

T hroughput ,, | 1.08 Mbps, o = 0.10 Mbps
— s
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——Dnd
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ppp0 - 2 subflow pppl - 2 subflow RTT ppl 43.63 ms, O = 5.01 ms
eoduele ——2nd
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Nastroje pro analyzu TCP/IP

® Wireshark — zachyt a analyza sitoveho provozu
® tcpdump — zachyt analyza sitoveho provozu

® |perf —TCP/UDP meérici aplikace

® FlowPing — UDP* mérici aplikace

® Tcptrace — pokrocila analyza TCP provozu



Wireshark/tshark

® Modifikace
® Wireshark (graficka)
® Tshark (CLI)
® Dostupny na: https://www.wireshark.org

® Zachytavani sitového provozu na rdznych rozhranich: Ethernet,
WLAN, Bluetooth, USB apod.

® Analyza zachycene komunikace napfri¢ vSemi vrstvami RM ISO/OSI

Export do rUznych formatd


https://www.wireshark.org

tcpdump

® Dostupny na: http://www.tcpdump.org

® Zachytavaci aplikace sitoveho provozu pro platformy
UNIX, Linux a Windows*

® Moznost zachytavat na rUznych sitovych rozhranich
® Ukladani do formatu PCAP

Moznost zobrazeni zachycené komunikace


http://www.tcpdump.org

Iperf

iPerf2 vs. iPerf3
Dostupny na: https://iperf.fr
CLI ovladani s moznou grafickou nastavbou
Multiplatformni sitova meérici aplikace
® TCP
¢ UDP

Zjisténi dosazitelne prenosové rychlosti pro danou
konfiguraci TCP nebo UDP spojeni



https://iperf.fr

FlowPing

Dostupny na: https://flowping.fel.cvut.cz

Aplikace je vyvijena pro OS Linux

CLI ovladani

Sitova mérici aplikace kombinujici méreni RTT, propustnosti a
chybovosti

Umoznuje si definovat vlastni zatizeni prenosove linky a
sledovat stav RTT a ztratovosti

Vhodna pro detailni analyzu chovani TCP/IP prenosovych
systému



https://flowping.fel.cvut.cz/

FlowPing - variable rate definition - command line

Rate A Parameters
[kbit/s]

s=5008 =
b = 256 kbit/s
B =512 kbit/s
t=30s
T=90s
R=60s
w=180s

~

(=]

@
l
T

>
80 time [s]

-
-
-
-
—
-
-

0) 15 30 45 60 75 90 105 120 135 150 165

—_




FlowPing — vystupy

2.5

800

700

500

Speed [kbit/s]

S0

Speed and RTT - 2015.07.13T19.22.42
- - TX ]
ananesssssenany - ) RX
N RTT
N N K 12.0
aitatere 2 tansaasee, sargasageete et -. -. -.
P ’ N N N 1.5
s . . . £
. . . ':
. . B . «
N N S 1.0

o . . .

N L N 0.5
o ot - -
_—‘M..nnv'—‘“ . *
; w,‘,......-__“...----- ! — snansaesnsneoninatseest=? : 1,
00:02:00 00:03:00 00:04:00 00:05:0
Time [s]




FlowPing — vystupy
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tcptrace

® Nastroj pro pokrocilou analyzu TCP spojeni
® Off-line analyza PCAP souborU

® Dostupny na: http://www.tcptrace.org

® Analyza propustnosti, zpozdéni, analyza prubehu
TCP spojeni v Case

® Vystup textovy i graficky (xplot, gnuplot)
® Platforma UNIX, Linux


http://www.tcptrace.org
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TCP Golden graf

® Zobrazeni velikosti datoveho obsahu TCP paketu vs.
Prenosu sluzebnich informaci
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