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Cisco Self-Defending Network
N | | ALEF NULA

DOVERUJTE SILNYM
? O Sprava zabezpeceni

6\’ Definice bezpecnostnich pravidel Qﬁ_

9 Monitorovani udalosti; analyza; korelace
Vyhodnocenithrozeb; aktivniiobrana

Ochrana koncovych stanic, servert,
sitovych zafizeni a sluzeb

Implementace ve smérovacich, prepinaéich, specializovanych
zarizenich, v softwaru pro stanice a servery

BEZPECNY OBRANA PROTI OVEROVANI

PRENOS DAT UTOKUM IDENTITY

LAN-LAN VPN Firewally, IPS systémy Autentizace v LAN,
WLAN, VPN, dial-up

VPN pro vzdaleny SW pro ochranu OS a
pristup (IPSec/SSL) aplikaci Autentiza€ni servery

Ochrana pred DDoS utoky Network Admission
Control




Customers Want Business Without Borders
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HTTP Is the New TCP
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Understanding Web Traffic




Cisco Global Correlation
SensorBase: World’s Largest Traffic Monitoring Networ

N ALEF NULA

DOVERUITE SILNTM

LARGEST FOOTPRINT | GREATEST BREADTH | FULL CONTEXT ANALYSIS

Cisco SensorBase

700,000+ sensors deployed globally
8 of the top 10 global ISPs Over 500GB of data per day
500 third party feeds . Over 30% of lhe worId’s ema|I uafﬁc
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Cisco Global Correlation
Unmatched Breadth

E— ALER NuLa
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GREATEST BREADTH

Email Security
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Web Security

Identifying a global botnet requires complete visibility
across all threat vectors



SenderBase
Breadth and Quality of Data Makes the Difference o
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SpamCop, SpamHaus (SBL),
NJABL, Bonded Sender

I : . : . Spamvertized URLSs,
Spam, phishing, Complaint IP Blacklists & Domain Blacklist - N NRNARITIINY

virus reports Reports Whitelists & Safelists spyware sites

SpamCop, ISPs,

customer  spam Traps
contributions

Compromised SORBS, OPM,
Host Lists DSBL

attachmgzi?oﬁjgz’ Message : g 3 ml e Web Site ::i)r?i\(/\ilglos(g’\fsﬁles’
ttachment types, [IRSulESITeY : Composition g RS,
attachment types, . . - threat heuristics

URLS, host names Data ’ - w7 > S Data

Global Volume _ 3 \ oo
Data /\ Other Data

Over 100,000
organizations,
email traffic, web
traffic

Fortune 1000, length of
sending history, location,
where the domain is hosted,

SenderBase how long has it been
registered, how long has the
site been up
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CISCO
HOME THREAT OVERVIEW TOP SEHMDERS REPUTATIOHN LOOK UP HELP

Cisco IronPort SenderBase Security Network

Since its inception, the IronFort Threat Operations Center has been tracking worldwide spam volume. Chandes in spam wvolume
can be attributed to numerous factors including the variety of methods used by spammers and capture rates due to the ahbility (or
inahilityd of anti-sparm solutions to keep up with rapidly changing technigques.

The graph below expresses the number of sparm messades over a specified amount of tirme. The table contains additional
wectors to help show how spam relates to global email volume and its own average statistics.

DISPLAYED [Last Month | OPTIONS: prit | Export |
Gl OBAL SPAM WVOL UME

300
=
=] ]
4 = —a | =
250 L —
@ 1 L= ] ]
5 =004 P .= ==
= —_— L— l—
[=3 L-— — =
a
5 150 | —
£
E 1004
=N
7]
S0
07 T T T T
Dec 0S5 Cec 15 Dec 22 Dec 29 Jan 05
Date Spam volurme (Billions) % of Global Email volume Sparm volurme Change
2010 Jan 07 2302 S5 9% -3
2010 Jan 06 238.32 26 9% -3
2010 Jan 05 2461 87 4% T5% 4

2010 Jan 04 214.8 27.0% 290 4
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Blocked? | Help | Contac

ABOUT

Look up your network: (2]
[ ]
Look Up I

Reputation Look Up

QUICK LINKS
+ Blocked?
EXTERHAL LIHKS

+ Threat Operations Center
+vwebh Reputation
+ Email Reputation

Cisco Security Center
Valuable tools to
enhance security

3 Learmn Mare


http://www.senderbase.org/

Cisco Security Intelligence Operations
T il ALEF NuLA
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Cisco Threat Operations Dynamic

| SensorBase Center Updates

Security Infrastructure That Dynamically Protect Against the Latest Threats Through:

Threat Operations

Cisco SensorBase Dynamic Updates

_ Center
The Most Comprehensive A Global Team of Security Dynamic Updates and
Vulnerability and Sender Researchers, Analysts, and Actionable Intelligence

Reputation Database Signature Developers
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Intrusion Prevention
Solutions




What is IPS?
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e IPS closely resembles a Layer 2 bridge or repeater
e “Identical to a wire” is the closest analogy

e Inline interfaces have no MAC or IP and cannot be detected
directly

e Network IPS passes all packets without directly participating in
any communications including spanning tree (but spanning tree
packets are passed)

o Default Behavior is to pass all packets even if unknown, (ie IPX,
Appletalk, etc) unless specifically denied by policy or detection

;“%’—E‘EI—

Client

Arp Reply
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IDS vs. IPS
Network-Based IDS—The Sensor
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e Promiscuous mode

e Attack patterns

— Signatures, heuristics, protocol
anomalies, traffic anomalies

e _ Network Link to the

Management Console e Limited response
— Alarm, TCP reset, dynamic ACL

modifications

CISCO IPS 4255 semes
Intrusion Preventi

Passive Monitoring
Interface
No IP Address

Data Capture

Monitoring the Network

Data Flow

13



IDS vs. IPS

Network-Based IPS—The Sensor
N ALEF NULA
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e Inline Monitoring (active)
e Same detection/response as IDS
e Added traffic filtering/drop action

Network Link to the
Management Console

Management Interface
IP Address

Data Flow Data Flow
TRANSPARENT MONITORING INTERFACES

NO IP ADDRESS

14



Types of IDS/IPS Systems

Signature based
e e.g. more than 100 ICMP packets/minute

Policy based
e e.g. deny all UDP packets

Anomaly based
e e.g. packet contains invalid protocol options

Network or Host based
e HIDS/NIDS and HIPS/NIPS

ALEF NULA

DUVERUJTE SILNYM

15



Cisco IPS Software v6.x
Expanded Mitigation Actions to STOP Attacks
- ALSF LA

Inline Drop Actions for
comprehensive worm mitigationj—

r
®_ Assign Actions

You can specify actions the sensor showld perform when it detects the selected
signature(s). To assign an action, click the checkbox next to the action. A
checkmark indicates the action will be performed. Mo checkmark indicates the
action will not be peformed. A gray checkmark indicates the action is assigned
to some, but not all ofthe signatures you selected.

Packet Logging for advanced
forensics analysis

enﬁ; Attacker Inline All
Deny Connection Inline
Deny Packet Inline MHone
Log Attacker Fackets
[] Log Pair Packets

[ Log victim Packets
Froduce Alert

[J Froduce Verbose Alert

Inclusion of Trigger Packet in
alarm for greater visibility into
attack

[ ] Heguest Block Connection
I [J ReguestBlock Host

|| ] Heguestsnmp Trap
I [] Reset Tep Connection I

Blocking hosts at strategic
network ingress points

SNMP Trap generation with
alarm details and sensor
diagnostics

Cancel

Connection resets to mitigate  |—
TCP based attacks

16




Cisco IPS Overview:

Risk-Management-based Security Policy

Signature
*

+ Is attack relevant to
host being attacked?

How urgent is
the threat?

How Prone to
false positive?

How critical is this

Asset Value
+ destination host?

of Target

ALEF NuLA

DOVERUJTE SILNYM

8. Edit Event Action Override

Event Action:  Deny Attacker Inline
Enabled: + feg " Mo
Risk Rating: Minirmum Maximum
85 100
Ok | cancel ‘ Help ‘

= Risk Rating

Policy

Drives Mitigation

Customizable Risk Rating Thresholds :

D<RR <35 Alarm
35 <RR < 85 Alarm & Log Packets
85 <RR < 100 Drop Packet

Result: Calibrated Risk Rating enables scalable

management of sophisticated threat prevention
technologies
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Accurate Prevention Technologies
Meta Event Generator Delivers Advanced Correlation

___ .

ALEF NULA

e e ¢

On-box correlation allows adaptation to new threats in real-time

without user intervention

Risk Rating

High

DROP

A+B+C+D=WORM!
Event D-

Medium

Low

Time: 0

Links lower risk events
into a high risk meta-
event, triggering
prevention actions

Models attack Behavior by

Correlating:
* Event type

« Time span

18



Process for Accurate Threat Mitigation:
Integrated Event Correlation
B ALEF NULA
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TIME INTERVAL = 3 SECS.

SIG 5081 SIG 5124 SIG 5144 SIG 3215 SIG 3216

cmd.exe Access IS CGI Decode 1S Unicode Attack § Dot Dot Execute Dot Dot Crash

£9



IPS

CTR & Network Scanner Integration

fingerprinting

Static OS mapping to include environment specific
OS assignments

Dynamic Risk Rating adjustment based on attack
relevance

Automated event / action filtering based on OS
- . = 1
= LS e
Provider ‘ =

Attacker initiates IIS

attack destined for
servers A, B, C

Windows Server

ALEF NuLA

DUVERUJTE SILNYM

Monitoring Console:

=

Network
Scanner

Linux Server Solaris Server

20



IPS

CTR & Network Scanner Integration

ALEF NULA

e DUVERUITE SILNYM
Visibility into endpoint context through passive OS
fingerprinting Active Network Scannin

g

Static OS mapping to include environment specific
0S assignments Monitoring Console:
Dynamic Risk Rating adjustment based on attack
relevance g Network
Automated event / action filtering based on OS Scanner

1
j< 8 e=a
ny E=d

— YA

Attacker initiates IS ' :

attack destined for Windows Server Linux Server Solaris Server
servers A, B’ C Not Vulnerable

Filter Event

21



IPS

CTR & Network Scanner Integration
il ALEF NULA
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Passive OS Fingerprinting

Visibility into endpoint context through passive OS

fingerprinting

Static OS mapping to include environment specific

0S assignments Monitoring Console:
Dynamic Risk Rating adjustment based on attack

relevance g Network
Automated event / action filtering based on OS Scanner

Service
Provider

Attacker initiates IIS : C

attack destined for Windows Server Linux Server Solaris Server
servers A, B, C Not Vulnerable Not Vulnerable
Filter Event Filter Event

22



IPS

CTR & Network Scanner Integration
il ALEF NULA
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Visibility into endpoint context through passive OS

fingerprinting Static OS Mapping
Static OS mapping to include environment specific
0S assignments Monitoring Console:
Dynamic Risk Rating adjustment based on attack
relevance g

Network
Automated event / action filtering based on OS Scanner

Service
Provider

Attacker initiates IIS

attack destined for Windows Server Linux Server Solaris Server
servers A, B, C Vulnerable Not Vulnerable Not Vulnerable
Increase Risk Rating Filter Event Filter Event

23



IPS

CTR & Network Scanner Integration
il ALEF NULA
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Visibility into endpoint context through passive OS

fingerprinting
Static OS mapping to include environment specific Event / Action Filtering
oS assignments Monitoring Console:
Non-relevant events filtered

Dynamic Risk Rating adjustment based on attack
relevance

Network
Automated event / action filtering based on OS Scanner

Service
Provider

Attacker initiates IIS g

attack destined for Windows Server Linux Server Solaris Server
servers A, B, C Vulnerable Not Vulnerable Not Vulnerable
Increase Risk Rating Filter Event Filter Event

24



IPS

IPS-CSA Collaboration 5
— ALEF NULA
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- Enhanced contextual analysis of endpoint
- Ability to use CSA inputs to influence IPS

actions
Correlation of info. contained in CSA watch list ioagement
- Host Quarantining g

=% \ 7
Service —* = I
v N
Provider

25



IPS Reputation Filter

‘| 58.83.8.0/22

58.65.232.0/21

“| 58.83.12.0/22

InspectiOn

Anomaly Detection

Global
Correlation

Decision
Engine

O

ALEF NULA
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Some networks on the
Internet are owned wholly

by malicious organizations
or are hijacked ‘zombie’

networks

Reputation Filters block
access to these networks
like an ACL

Individual IP addresses do
not go on this list because
of things they do (An IP
does not go from -1 to -9
to being put on this list)

26



Global Correlation — Unknown attacker
ALEF NUuLA
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New Attacker hits the IPS

Attacker without a Reputation

! 3. Signatures or Anomaly
REPUTATION - Detection identify activity

The attack is handled
according to the security policy
GLOBAL |.| DECISION iImplemented on the sensor

ERSINE (Deny if Risk Rating reaches
threshold)

Information on the Attacker is
sent back to CSIO to track his
reputation (if configured)

FILTERS




Global Correlation — Suspicious attacker
ALEF NuLA
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Suspicious Attacker attacks

Has medium Reputation

I . Signatures identify suspicious
REPUTATION activity and give this a medium

FILTERS Risk Rating

. Global Correlation adds context
GLOBAL |.| DECISION of Attacker Reputation to Risk
ENGINE Rating

Decision Engine blocks

Information on NEW
Reputation is sent back to
CSIO.




Cisco Security Agent



Specific Threats

Targeted at the Endpoint ALEF NULA

DUVERUJTE SILNYM
e Common security threats to end devices and data:

—Malware (e.g. worms, viruses, trojans, spyware, botnets)

—Malicious or careless users and attackers (accidental incidents
or targeted attacks)

e Security incidents result in loss of business due to:
—Denial of service (loss due to downtime and repair)

—Theft or disclosure of sensitive data (financial and reputation
loss)

—Integrity violation of sensitive data (financial and reputation
loss)

30



Advanced Endpoint Security

E__lzrlvers -
Challenges facing common security vfwft%'m
practices:
e New attacks that trick users into ™

downloading malware cannot be stopped
by signature-based mechanisms (e.g. IPS,
AV)

e Encrypted end-to-end sessions (e.g. SSL)
render firewalls and network IPS blind

o Network-based security devices cannot
adequately control access to sensitive data
(e.g. USB flash/disk, CD/DVD ROM,

encrypted sessions)

e Security policies or regulatory
requirements may be too demanding for
the capabilities of network security
solutions (e.g. PCI Compliance)



Advanced Endpoint Security

with Cisco Security Agent
.

e (CSA extends network security solutions to
end hosts

e Cisco Security Agent enhances security
with:

— Zero Update protection based on OS
and application behavior

— Control of content after decryption or
before encryption (e.g. SSL, IPsec)

— Access control for I/0 devices based
on process, network location and even file
content

— Centralized management and
monitoring of events

— SDN Interaction with other network
solutions such as NAC, IPS, QoS, MARS,
VOIP, etc

Internet

32



CSA Approach:
Behavioral Protection for Endpoints

ALEF NULA
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é Rapidly Mutating
é Continual signature

Ing addresses

« Scan ports
« Guess user accounts G\#g_:*pdates
« Guess mail users naccurate
“Focus on Vulnerability

* Mail attachments
» Buffer overflows
» ActiveX controls
* Network installs

* Compressed messages
» Guess Backdoors

Probe

1
\l@ Penetrate
, @ Persist

4 Propagate

» Create new files

* Modify existing files
» Weaken registry security settings
* Install new services

* Mail copy of attack - Register trap doors
* Web connection

Paralyze « IRC
Delete files «FTP
Modify files * Infect file shares

Drill security hole

Crash computer
« Denial of service ~
» Steal secrets

CSA provides Network Collaboration

é Most damaging
v’ Focus on exploit
\/Change very slowly

v Inspiration for Cisco
Security Agent solution::




INCORE™ Architecture — How to CSA
works

ALEF NULA
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e The Cisco Security Agent intercepts

application OS calls and invokes an

a”OW/deny response through d [ file | nelwork | configuration | HIBGHHWIFHEB]
techno|ogy called INCORE: interceptor | interceptor | interceptor interceptor

« INCORE
INtercept

Earerse'ate ALLOW DENY
Engine

e “Zero Update” architecture — you
don’t need a new signature to stop

the next attack
decision

34



CSA DayZero ScoreCard

L

ALEF NULA
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CSA successfully blocked the following known
attacks with a default installation
- Non-Exhaustive List -

=2 Mydoom
S2W32.Blaster
S Fizzer
Bugbear
%%Sobig.E

% SQL Slammer

S Sircam.A

&1 WebDav Vulnerability
=12 Code Red

% Nimda
< Ete..:

35



CSA in Action: Protection Against

Netsky Persist Phase
N ALEF NULA
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N/A \'

Arrived as E-mail

// ~ Attachment
probe / \'
N,
penetrate
\ B Edit userconfig9x.dll
target persist Modify FVProtect.exe
]
| propagate

/
paralyze \ «
- Import Word Doc
Access .wab Address Book File
Outbound SMTP

System Is «
Compromised,

Worm Spreads

36



Data Loss Prevention (Cont.) e

DUVERUJTE SILNYM k

Data Theft Prevention Feature CSA Capability

Control over removable media @ — Dynamic tracking of applications that
handle sensitive information

— Prevents writing of sensitive
information to removable media

— USB, CD-ROM, floppy, etc.

Control over the Windows — Dynamic tracking of applications that
Clipboard copy and paste data
— Prevents clipboard access to
untrusted applications

Control over network transfers = — Dynamic tracking of applications that
handle sensitive information

— Prevents any network access for
these applications



CISCO DDoS MITIGATION
SOLUTION



How do DDoS Attacks Start ? o
e ALEF NULA
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Innocent PCs & Servers
turn into '‘Zombies’

Peering Point —

DNS Email

40



Types and Influence of DDoS Attacks o

A LEF UI.A

Qg '
Qg

Attack ZZ ombies: ouve ww
gg e Use valid protocols
e Spoof source IP
. e Massively distributed q
e . Varlety of attacks
ot 99
Peering Point — ‘e ISP Backbone "‘ “ Server-level
A DDoS attacks

* *
.
‘@ Infrastructure-level
o DDoS attacks

. L
‘0

»* bt ..ll EEEEEEN 7
@ ”0.“ lll-.-:ﬂ

Bandwidth-level attae
DDoS attacks

o ‘
w&?
Y-,
-k,

Qlg
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DDoS Solution Components
S ALEF NULA

Not on the
\Crltlcal Path 11-

DDoS Mitigation by the
Cisco Guard

DDoS Detection by the

Cisco Traffic Anomaly
Detector
or IDS/FW/3 Party

Non Attacked
server

il




DDoS Solution Operation

-

B Ci

iIsco Guard XT

\ "

»\;

O

ALEF NULA
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Cisco Detector XT
1. Detect

/

'T—Jlﬂl N

Target
;g?]t:it_ed Protected Zone 2:
Web Name Servers Protected Zone 3:

E-Commerce Applications
43



DDoS Solution Operation

—

6. Non-

Targeted o> ﬂﬂﬁ.
Traffic Uk

Flows

Freely Legitimate traffic

to the zone

ALEF NULA
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iIsco Guard XT

5. Forward the Legitimate

C

5"y S

- ™

ICisco Detector XT

=  Target
;g?]t:it_ed Protected Zone 2: F
Web Name Servers Protected Zone 3:

E-Commerce Applications

O
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Today’s Black-hole technique
00

DNS Email

ALEF NULA

DUVERUJTE SILNYM
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Diversion at Peering Points .,

DUVERUJTE SILNTM

99
2
AS

g “I
o9

S !
DNS Email
==



Enterprise Protection Upstream

Guard Co-Located at Provider Edge
- e Lo

- =) gs Enterprise controlled,
-' but upstream.

Mitigation protects link
and enterprise edge
router

~I
_

Peering Point —

Detector activates the Guard via
separate management circuit

47
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Bottnet Traffic Filter

ASA 8.2



Botnet Epidemic

ALEF NULA

_ SILNYM

2DUBS NEWS wovmene

80 MINUTES

BBC Purchases Botnet CBS News Covers Conficker Next-gen Botnet Armies Fill
Offered For Rent Worm, Malware Epidemic Spam Void

e Botnets (network of compromised computers) control approximately 25%
of all personal computers

e Attacks include spam, identity theft, information harvesting and denial-of-
service attacks to attacks on websites for profit

e More than 5 Million hosts infected in US alone

e Normal security mechanisms are only 75% effective against malware that
are used to recruit bots

49



Botnhet Stages of Attack
N ALEF NULA
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Botnet

T Command and
“"“ Control '
& . N
@A ‘\L/* &ﬁ\\ @

Step 1: Step 2: Step 3:
Infection Control Execution
Clients are infected by Infected clients Attacks are launched:
spyware, malware, and communicate with botnet data harvesting, ID thetft,

targeted attacks command and control DDoS, spam, and click

fraud

50
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Cisco Anti-Botnet Solution
Defense in Depth

s ALEF NULA

DOVERUJTE SILNYM

BotNet
Command and
Control

Step 1: Step 2: Step 3:
Protection Detection Remediation
Cisco Firewall, BotNet Traffic Filter Cisco NAC

Intrusion Prevention
Systems,
Web Security Appliances,
Email Security Appliances

WSA Layer 4 Traffic Monitor

51
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Profile of a BOTNET

___Srizbi Botnet
B

p——

e ———

« Computers infected
by Srizbi trojan via
spam

*450,000
compromised
machines to date

Large army of
bots

* Fully-executed in
kernel mode

* Employs rootkit
technologies

e Patches NTFS
file system drives
to make files
Invisible to OS

Evades Normal

Security

«Sends 60 hillion
spam messages a
day (50% of total
worldwide)

*“Ron Paul”’ incident
— 3000 bot
computers sent
spam to 160 million
email addresses

Massive attack
scale

Mechanisms
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Detecting Client Infections

Botnet Traffic Filter on ASA 5500 Series
N ALEF NULA

DOVERUJTE SILNYM

e Monitors malware traffic
—Scans all traffic, ports & protocols

—Detects infected clients by
tracking rogue “phone home”
traffic

e Highly accurate

—Identifies100,000s of malware
connections per week

—Automatic DNS lookups of
addresses

—Dynamic database integrated
into Cisco Security
Intelligence Operations

Command and
Control
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CISCO SECURITY MONITORING,
ANALYSIS & RESPONSE SYSTEM
(MARS)



Defense-In-Depth = Complexity
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Mitigation, Analysis, and Response System
(MARS) Next Generation SIM/STM

ALEF NuLA N

‘s Leverage YOUR existing investment to ooy Ll i

build “pervasive security”
e Correlate data from across the

Enterprise

— NIDS, Firewalls, Routers, Switches, CSA

— Syslog, SNMP, RDEP, SDEE, NetFlow,
Endpoint event logs, Multi-Vendor

. Rapldly locate and mltlgate attacks

Switch Log Firewall Cfg. AV Alert
Switch Cfg. NAT Cfg. App Log

Router Cfg. Netflow VA Scanner

-
*@,

m»
o Key Features

— Determines security /nC/dents based
on device messages, events, and
“sessions”

— Incidents are topologically aware for
visualization and replay

— Mitigation on L2 ports and L3
chokepoints
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Anomaly Service: NetFlow Anhomaly

Detection Response to Sasser.D Attack _ .
e ALED NuLA

Activity: All Events and Netflow - Top Destination Ports, last 1ww:1dd:0hh

fwgiNin

820,000

Steps taken to mitigate
attack

780.000

740,000
700,000

£60,000

Anomaly detection
example:

Sasser.D breakout: day-zero
attack

£20.000

580,000

40,000

500,000

460,000
420,000

380,000

Excessive activity also
showed up on port 445

340,000

300,000

260,000
220,000
180,000
140,000
100,000

60,000

20,000 1 = s e ~ = b 2

25 Sun 1IPM 26 Mom 2P 27 Tue SAN 27 Tue 9PN 28 Wed L1AM 23 Thu 2AM 29 Thu 5PH 30 Fn BAM 30Fri11pe tsa.™™ 2 Sun SA 2 Sun SN 2 Mon 114K
Color Most Recent / Minute Value
| ] 470,685 445 rg‘]
= 35,980 80 [3)
11,472 53 [3)
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Diagrams

Diagrams

— Hot Spot Graph (most recent incidents src/dest pairs)

— Full Topology (displays the full network)
— Attack Diagram (the last 500 events related to incidents for the past 24hrs)

Generated by the configuration and topology discovery information that you

provide.

Drill-down into the diagrams by clicking the icons.

ALEF NULA

DUVERUJTE SILNYM

Drill-down attack paths in the Attack Diagram by clicking the Path icon.
Drilling-down into these diagrams is one of the fastest ways to uncover real-time

information about your network.

HotSpot Graph

Attack Diagram

| Full Tapo Graph | | Large Sraph ||He|p |

[ =l

Large Sraph ||He|p |
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CS-MARS Compliance Report

B ALEF NULA

) ) ) ) _ ) ) DOVERUJTE SILNYM
Popular reports with customization and distribution options
Queries saved as rules or reports — intuitive framework (no SQL)

Report: Activity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT

Name Schedule [Format Recipients|Query Description Status Submitted Time Range

Activity: Denies - Euery Mormal Mone Event fppe: AltacksProtected, This report ranks the destination ports  Finished: Sep §, Sep 8§, 2004 Sep 7, 2004 1:07:39 PM
Top Destination hour FirewaliPolicy Wiolation/aACL, to which attacks have been targetted 2004 1:07:43 PM 1:07:39 PM PDT PDT - Sep 8, 2004
Ports Query Typpe! Destination Ports ranked  but denied. FDT 1:07:39 PM PDT

by Sessions
Timne: 1dd:0hh:Omm:0ss

Report type: Destination Ports ranked by Sessions, 1dd:0hh:0mm:0ss

|Source IP |Destination IP |Seruice |Euents Device Severity |Zone |Dperation ‘Rule |Action Reported User
ANT ANT ANT AttacksProtected, FirewallPolicy Violation/aCL ANY ANT Ch Mone ANT  ANT ANT

Keywords: [None]

AugMin
4,306
2,386 eI
3,586 sase 40
FAETd 300
) 3,186 250
2,786 -
2,386 e
1,986 140
100

B0
20 x " ey i ’
Tue 1FH Tue 3FM Wled 4AM Wed 1148
|Rank |Count {# of sessions}) |Raw Destination Port
[ | 1 4704 445 [q)
[ ] z 3524 g0 [4]
3 3349 26686 [4]
4 3183 135 [4)
[ ] 5 2531 47683 [q)
[ ] 6 1183 1026 [4]
7 1144 o [4]
[ | 8 768 139 [4)
[ | 9 684 9593 [4)




The Incidents Page

DOVERUJTE SILNYM
Incident ID |Event Type Matched Rule Action|Time Path
[1315011] 55H session disconnected for a reason @ Systern Rule: Operational Issue: Nov 6, 2003 3:12:56 PM PST B
Firgwall[g]
190571796 A\[1111008] PIX user entered a command that Systern Rule: Madify Network Cnnfig@ Nov 6, 2003 3:12:43 PM PST - Nov 6, | &)
modified the config [a], 2003 3:12:54 PM PST
1111009] PI¥ user entered a command that did not
5] VIP server cannot be contacted @ Systern Rule: Operational Issue: MNov 6, 2003 3:12:36 PM PST B
Firewall[4]

e Click the Incidents tab
Incidents page.

Drill down

e The Incident page’s table:

Incident ID

An incident’s unique ID
Severity

Green, Yellow, and Red icons
Event Type

The normalized signature sent from the
reporting devices.

Matched Rule
The rule whose criteria was met.

avigate to the The Incident page’s table (cont.):

Action

The description of the
this rule fires.

Time
A single time
Incident Path

The icon that takeg’you to the incident’s path
diagram.

Incident Vector

The icon that takes you to the source, event
type, and destination diagram.

taken when
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Incident Path

——

p——

ALEF NULA
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|Incident 1D |E'|.rent Type

Matched Rule

|Actiun|Time

_lpath |

Mar 1, 2005 7:03:19 FM PET =]

Mar 1, 2005 6:55:48 PM PST |

11514080116 11S DOT DOT EXECUTE[4], Nirmda Rule[d]
115 Dot Dot Crash[d],
WO WinMT crnd exe Exec@,
Wty IIS Unicode Directory
traversal[q],
: 115 CGI Double Decode[d) : m
e Click on the PATH icon |
Wi” display the attaCk Standalone: dermaol 3
pat_h diagram of the Session ID:
InCIdent Sro: 192.168.1.10480
o oraees
¢ It di-splays a” .th.e a-SSOCIated Built/teqrdownfpermitted IP
sessions of this incident as e
well as the event types of 5118919762
each session Sre: 192.060.1.10/23
. \E):;t: 10..:.5.'1.10/4001
o Toggle Topology display the ™"

Full Topology of the
discovered network

Built/teardown/permitted IP
connection

Session ID:
5:118819763

Srer 192168110421
Dest: 10.1.1.10/4002
Event Types:

Built/teardawn/permitted IP

d, azlina {azlina) @

| | Neutq\l

Toaggle Topology ,P

—
[5) —
L . L2 n-10.1.1.0774
AG-wWel-1 197 16870,0/24 =
n-18753.10.0/24 &)
Tiwali Server
HFsi-1
n-172.70.1.0/24
—
L)
HO=E-1
n-1EICITE 0f24
- 4n.4u.|§.23
5! el “}
HQ-WAN-Eage-Router GeteWEy-47

n-212.31.100.0/24
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Incident Attack Diagram

— DUVERUJTE SILNYM
Incident ID |E'|.rent Type Matched Rule |Actiun|Time |Path |
1:81408011E 115 DOT DOT EXECUTE[4], Mimda Rule[d] Mar 1, 2005 7:03:19 PM PST ‘E’
115 Dot Dot Crash[d],

WO WinMT crnd . exe Exec@,
ey IIS Unicode Directory
traversal[q],

] 115 CGI Double Decode[d]
e Click on the Incident AROTEGD
. . . METWOREKS

V?tCtolz Idcion will dlsplay the |  Mar1, 2005 7:14:16 PM PST |

d a.C |ag ram standalone: demal v3.2 /_ugin: Ahrnad, Azling (azlina) ::
e It displays each attack previous | | Newt

session and provides the Src . .

& Dest IPs as well as the all s:118828060

the Event Type

Sro: 40.40,1,20/3000

,Eranch-%ﬂﬂi

e The color coded host Dest 10123750 eSS AN/« |
. . e oug s . " N M e _--—'-"..'_...-_:..j.,':':*“ﬂranch-'n‘.f&b-l
indicates if it is compromised . .., .. pese A= 500—
(red), attacker (brown) or ¥ i urcode Directory 55 N e "
fraversa by T AppSFil
115 DOT DOT EXECUTE A
both (purple) 115 Dot Dot Crash Hqu_l / R
e Each link is label with the no """ T emd.exe Exec A g HEhons
of occurrences Corpwent s
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Mitigation Information Page
e

 To mitigate an attack:

ALEF NuLA

DOVERUJTE SILNYM

Enforcement Devices | |S:118828071 Path

Layer 2 Path |+

Suggested

5] o0 1. I,
fﬁn’ﬁ.‘iz B
X ||q-ha‘|'n4
10034

Alternate

BR-Head-End-Router
HQ-Hub-Router
HO-S -2

'
r-1LX
LE

.....rm\
nd0E L

Optimal Choke Point
Closest to the Source

ET‘ ¢  Attack Path
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Utoky v ¢ase
S ALer Nuta A

DUVERUJTE SILNTM

Evolution of Attacks

Vulnerable services on common

Internet servers (web, mail, FTP, etc.) Vuln. uncticnaity

(content parsing, URI  Abuse of functionality

Server Attacks handling, etc.) and web application
. [ Browser Attacks | Vulnerabilities
Naked Attacks

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 ..

Sadmind Code SQL Blaster JPEG Month Orkut Clickjacking
worm Red Slammer worm GDI+ of worm debuts
WOrm  worm vuin, Browser

Bugs



Lt . 2.0
Srovnani Web 1.0 vs —
BN
Web 1.0 vs. Web 2.0

[Web 10 [Web 2.0

-

O

Dynamically
generated weh |

applications
. |
-

Predefined content ntuitive, user-
frrendly interface




Web 2.0
B ALEF NULA
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- moderni webové stranky vybizi uZivatele k vytvareni vlastniho obsahu
« 7 TOP100 stranek v anglictiné:
- 77 povoluje obsah vytvareny uzivatelem (napf. socialni sité)
« 55 povoluje sdileni soubord
- 12 obsahuje ,pochybné" zdroje (pornografie, gambling, ...)
- uzivatelé povazuji popularni weby za legitimni, bez ohledu na to, Ze m{ize
obsahovat obsah tretich stran, ktery nemusel byt jakkoliv validovan

« Validuji webové servery vkladany obsah?
* Nejsou tyto servery prostredkem pro ,data leakage"?

O



. Naked" L’ltoky

ALEF NULA
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- zneuziti chyby v implementaci skriptovaciho jazyka

« chybné zpracovani souboru s modifikovanym obsahem umozni spustit kod
S opravnénim uzivatele

- Utocnik injektuje nezadouci, typicky Javascript, do prohlizece obéti

- Utocnik primé&je obét’ ke kliknuti na webové strance tak, aby se provedla
utocnikem pozadovana akce



Statistika dle WhiteHat

B ALEF NULA
WhiteHat Security Statistics
December 2008
67%

B Cross-Site Scripting

- Information Leakage

... Content Spoofing

B Insufficient Authorization

2 SQL Injection

B Predictable Resource Location
B Insufficient Authentication

B Cross-Site Request Forgery
.. HTTP Response Splitting

. Abuse of Functionality

18% 16% 15% |
10% 10% 9% 8%
;



Cross-site scripting (XSS)
I ALEF NULA - ¥

- zneuziti nedostatecné kontroly vstupd webovych aplikaci

« UtoCnikova data jsou zobrazena v dynamicky generované strance
« UtoCniklv skript je spustén v prohlizeci obéti

- obét’ typicky vlbec nevi, Ze je Utok tohoto typu spustén

» zCizeni autentizacnich udajl obéti
- prepisovani obsahu stranek
« vykonavani nechténych akci na strané obéti

* persistent
 non-persistent (reflected)



Persistent XSS
S ALEF NULA

Persistent XSS

O

DUVERUJTE SILNTM

1
Post content w/ Victim visits
active script infected page

Vulnerable Server

4 | .
Active script
executes in

prowser

3 ; ,

Active script

embedded in
response

Attacker

Victim



Reflected XSS

O
ALEF NuULA
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Reflected XSS

Active script
injected in
request

Active script
executes in
pbrowser

g Active script
embedded in
response

‘ﬁ

Vulnerable Server

Attacker



Utok na banku Fideraum

B ALEF NULA
Case Study: Banca Fideuram
HTTPS URL

] https:,/,r’www.fideuramonline.itf’script/LoginSeni

S
@ VIS0 - Moita Frefon SRR %

fie Edt Yiew Hutory Socckmeds Toch Help

~
1

ATTENZIONE!

. Banca
FIDEURAM

FORM INJECTED
BY FRAUDSTER




Utok na banku Fideraum
B ALEF NULA
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O

» pouziti spamu k rozsifeni Utocnikova skriptu

« nainjektovani IFRAME do prihlasovaci stranky (+zamizeni injektovaného kddu)
« plvodni login prepsan uUtocnikovym loginem

- autentizacni Udaje odeslany utocnikovi na Taiwanu

- autentizacni Udaje redirektovany zpét na plvodni stranky

« XSS na , d0véryhodné" strance, zabezpecené pomoci SSL
» tradicni bezpecnostni informace prohlizece klamou

« SSL zabezpeceni, SSL certifikat v poradku

- adresa v poradku
« autentizace probéhla v poradku a obét’ nic netusi



CIickjacking

ALEF NULA
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N
_

« zneuziti legitimniho formatovani webové stranky
« pfiméni obéti, aby klikla tam, kam potrebuje utocnik

« vykonani nechténych uzivatelskych akci
« hijacking webkamery/mikrofonu



Clickjacking
S ALEF NULA
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O

« server pod kontrolou Utocnika

« Utocnik vlozi vlastni obsah pomoci tzv. IFRAME HTML tagu

« Utocnik{v obsah se zobrazi nad obsahem legitimnim pomoci z-indexu

« UtoCnik nastavi pro svij obsah prihlednost na 100%, ¢imzZ se stane pro obét’
neviditelnym



