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* OpenVPN

* IKEv2/IPsec
* WireGuard
* Tinc VPN

* SSTP

* L2TP/IPsec
* PPTP
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&8 Srovnani implementaci

VPN protocol Speed Encryption Streaming Stability P2P

OpenVPN Fast Very good Good Good Good
IPsec/IKEv2 Fast Very good Good Very good Good
Wireguard Very fast Very good Good Very good Good
SSTP Medium Good Medium Medium Good
L2TP/IPsec  Medium Medium Poor Good Poor
PPTP Fast Poor Poor Good Poor

Zdroj: https://nordvpn.com/blog/protocols/
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* vyuziva OpenSSL

e autentizace

sdileny kli¢
certifikaty

* jméno/heslo

e Sifrovani

knihovna OpenSSL

rozSireni HMAC

zadné

protokoly

UDP

* rezimy

,obchodni cestujici"
host - host

sit - sit

smeérovani

prepinani

* bezpecnost

userspace
nonroot
chroot
mlockall

smart cards PKCS#11

[ ]
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&8 minimalni konfigurace

server chient
remote server.cz
dev tun
dev tun
ifconfig 10.8.0.1 10.8.0.2 ifconfig 10.8.0.2 10.8.0.1
secret static.key secret static.key

openvpn --genkey --secret static.key
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&8 rozsifeni konfigurace

comp-Izo comp-lzo

keepalive 10 60
keepalive 10 60

ping-timer-rem

persist-tun ping-timer-rem ;start ping po conn
persist-key persist-tun
persist-key

user nobody

group nobody
daemon route 192.168.1.0 255.255.255.0
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PR certifikaty a Sifrovani

ca ca.crt

cert server.crt

key server.key

dh dh1024.pem
;duplicate-cn

;tls-auth ta.key O
;cipher BF-CBC
;cipher AES-128-CBC
;cipher DES-EDE3-CBC

Ca ca.crt

cert client.crt

key client.key

;remote-cert-tls server

;tls-auth ta.key 1
;cipher BF-CBC

,Cl

,Cl

ipher AES-128-CBC

ipher DES-EDE3-CBC
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&S smérovana vpn

dev tun dev tun
server 10.1.0.0 255.255.255.0
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f&R8 pFepinand vpn

dev tap dev tap

server-bridge 10.8.0.4 255.255.255.0 10.8.0.50 10.8.0.100

e nastaveni bridge v OS
* (bridge-utils)
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P8 pFedavani informaci

push "route 192.168.10.0 255.255.255.0"
push "route 192.168.20.0 255.255.255.0"
push "redirect-gateway"

push "dhcp-option DNS 10.8.0.1"

push "dhcp-option WINS 10.8.0.1"

pull
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fo&8 ostatni volby

client-to-client

ifconfig-pool-persist ipp.txt
max-clients 100

status openvpn-status.log
log openvpn.log
log-append openvpn.log

verb 3

remote-random

resolv-retry infinite

http-proxy

mute-replay-warnings ;potlaceni varovani u duplicitnich pakett (WiFi)

remote-cert-tls server ;vynuceni spravného certifikatu
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&8 smérovani do siti klient(l

client-config-dir ccd

route 192.168.4.0 255.255.255.0

client-to-client

push "route 192.168.4.0 255.255.255.0"

[ccd/client1] iroute 192.168.4.0 255.255.255.0
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foR8 WireGuard

* usporny zdrojovy kod
- 4000 radkd x 600000 radkud OpenVPN a OpenSSL
* nenarocny na sit
* omezena kryptografie
* vykonnost
* jednoducha konfigurace

* je to normalniinterface

* integrace s NetworkManager a systemd
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e umask077

* wg genkey > privatekey

* wg pubkey < privatekey > publickey

* wg genpsk > presharekey (opt)

* iplink add dev wg0 type wireguard

* ip address add devwg0 192.168.2.1/24

* ip address add devwg0 192.168.2.1 peer 192.168.2.2

* wg set wgO listen-port 51820 private-key /path/to/private-key peer ABCDEF... allowed-ips
192.168.88.0/24 endpoint 209.202.254.14:8172

* iplink set up devwg0

* wgqg,ipa,ipr
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&8 wq config

e /etc/wireguard/<interface>.conf

. wg-quick up wg0

[Interface]

Address = 192.168.100.1/24

PrivateKey = QD8zBS9nCwzhBrr6W9rEtcegvCwRk1SDFZFjSL3bMGQ=
ListenPort = 51820 (opt)

FwMark = Oxa1 (opt)

[Peer]

AllowedIPs = 192.168.100.2/32, 10.10.0.0/16, 2001::1/64 (0.0.0.0/0, ::/0)
PublicKey = TcCK+]JLHZcH9zdLRqt)7cHiCJH2a6iBN2TjVi6zIxw=
Endpoint = 192.0.2.123:51820 (opt)

PersistentKeepalive = 25 (opt)

PresharedKey = fWxlggBd58NIm6z/1Qt6RW+omTIsUOVhCGuDH/JgBc8= (opt)
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Pokud bude cas
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o8 Secure Shell (ssh)

* terminalovy pristup

* prenos souborl

* port forwarding

* X11 forwarding

* podporavpn

* |ze pouzit jen pro tunelovani TCP

 autentizace

* heslo
* rhosts
* rhostsRSA

* verejné klice
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&8 ssh tunel

hk.doma.cz imap.cvut.cz

’\

001 5523 ) 22— 14

ssh -L.2001:localhost:143 imap.cvut.cz
ssh -L.2001:imap.cvut.cz:143 imap.cvut.cz
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o3 ssh tunel II

imap.doma.cz hk.cvut.cz

I

143 <e—— 5523 (C___ ) 22 <4 2001

ssh -R2001:localhost:143 hk.cvut.cz
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fo&8 ssh tunel I1I

imap.cvut.cz

hk.doma.cz ssh.cvut.cz

\

2001 —» 5523 () 22 —® 1225

ssh -L.2001:imap.cvut.cz:143 ssh.cvut.cz
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/“L

YRS vpn - vlastnostsi

* transparentni spojeni

* nizSi zatizeni oproti vzdalenému terminalu
* slozité nastaveni klientu

* rozdilné prostredi

* lokalné instalovaneé aplikace

* slozita implementace IDS
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* chybné nastaveni tunelu

* X11 ssh tunneling
* kompromitovani klienta

* utok zevnitr site

* nova brana do Internetu

* nastaveni osobniho paketového filtru
* slozity dohled site

* IDS ...
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http://www.openssl.org/
http://www.openvpn.net/
https://www.wireguard.com/

A mnoho dalsiho ...
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