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podpis

Return-Path: <kubr@fel.cvut.cz> hlavicka (RFC822)
Date: Tue, 09 Mar 2010 12:27:08 +0100

From: Honza Kubr <kubr@fel.cvut.cz>

User-Agent: Thunderbird 2.0.0.23 (X11/20090817)

MIME-Version: 1.0

To: "Ing. Jan Kubr" <kubr@fel.cvut.cz>

Subject: pokus smime

Content-Type: multipart/signed; protocol="application/x-pkcs7-signature"; micalg=sha1; boundary="------------
ms000107050108090704080201"

-------------- ms000107050108090704080201 PRPR :
Content-Type: application/x-pkcs7-signature; name="smime.p7s" elektronlc_k_y POdeS
Content-Transfer-Encoding: base64 a certifikaty
Content-Disposition: attachment; filename="smime.p7s"

Content-Description: S/IMIME Cryptographic Signature

MIAGCSqGSIb3DQEHAqCAMIACAQEXxCzAJBgUrDgMCGgUAMIAGCSqGSIb3DQEHAQAA0IIRIZCC

C7x7erzBtgOEYDAL/E82K+NCO0q1i31K6s3rmgEWoPMgkm\VzajJrQEzupu7ioQBQCH7P6042
KgAAAAAAAA==
-------------- ms000107050108090704080201--




Sifrovani

identifikace verejného certifikatu 1-n
n x symetricky kliC, zasifrovany verejnymi klici
zprava zasifrovana symetrickym klicem

slozka sent

e pridany kliC Sifrovany mym verejnym klicem



Sifrovani

Return-Path: <kubr@fel.cvut.cz> hlavicka (RFC822)
Message-ID: <4B964BCB.7020201@fel.cvut.cz>

Date: Tue, 09 Mar 2010 14:23:23 +0100

From: Honza Kubr <kubr@fel.cvut.cz>

User-Agent: Thunderbird 2.0.0.23 (X11/20090817)
MIME-Version: 1.0

To: "Ing. Jan Kubr" <kubr@fel.cvut.cz>

Subject: sifrovani

Content-Type: application/x-pkcs7-mime; name="smime.p7m"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7m"
Content-Description: S/IMIME Encrypted Message

VITAGCSqGSIib3DQEHAGCAMIACAQAXxggHgMITB3AIBADCBwWzCBI| VIAKGATUEBhMCVVMxXCZA
BgNVBAgTAIVUMRcwFQYDVQQHEWSTYWx0IExha2UgQ2I0e TEeMBWGA1UEChMVVGhIIFVTRVJU
UIVTVCBOZXR3b3JrMSEwWHwWYDVQQLExhodHRwOIi8vd3d3LnVzZXJ0cnVzdC5jb20xNjAOBgNV
BAMTLVVUTi1VUOVSRmlyc3QtQ2xpZW50IEF1dGhlbnRpY2F0aW9ulGFuZCBFbWFpbAIQJWo0
a+UPg6uzy1VQMdPrvzANBgkghkiGOWOBAQEFAASCAQA+eTdIf64faFA6KMUWbG/ba2YKTbNc
PLQrtCa8ctktFgWo2XYpbnv2zhyCgknyXBz5GIdCtkpvCUqJh7mg29401viHLIQKQIWTM+eO
BASMRxHUj9mMrsWfq3WfhHnnJROFJA26 QJOKUonAPpuyTwaFDpdiNijsZXmBcau/htkewZopP
pLRpbX3aG8YpEP2FtgMFKOWnNipYp7pBEEBX3t/m5Ue3NvQTcVTpJpO1VOEYPFGa0AndKaaOE
HTDtH45zB+sxYqdVpUkQ4Q90/Qj/nNrfuA3UtGI7HxPeT77ajw+4MOBOXyxb289qscLXsexw
dplsVHif+OMTTax23qpHhVeMMIAGCSqGSIb3DQEHATAUBggghkiGOwODBwQIpYcck7RFCfSg
gARwJ6XyQdyAfQPURwg9GfdbOHC3YNCbYZo6 TmCwhDh1zA7P31G44IgeZXmRwf4paNtHzWq5
ELdkCnp+PrEL8ixIkrzOKVSehrujWu/mB/IVwMnJ9ZY 6L GzSfRx6RErnt2udYXE1HVrEWRey v . .
xyvIKcxSmgQIUbCbcO5vN1YAAAAAAAAAAAAA Sifrovana zprava




problemy

* nedoruceni podepsaneho emailu a nahrazeni
nepodepsanym emailem

* Michal Medvecky <kubr@fel.cvut.cz>
e neduvéryhodna CA
 prijmuti odliSného certifikatu
» akceptovani korenoveho certifikatu (z retézu)


mailto:kubr@fel.cvut.cz

Enhanced Security Services for
S/MIME

 podepsana dorucenka

e pozor - Ize zatajit prevzeti
* bezpecnostni navesti

e 0znaceni stupné utajeni
* bezpecné konference

e podpis

- neni problém
 Sifrovani
— zasifrovano pro vsechny odberatele



SSL a TLS

mezi aplikaci a TCP

autentizace serveru na zaklade cert. serveru
autentizace klienta na zaklade cert. klienta (opt.)
kontrolni soucCet fragmentu

nevidi do aplikacnich dat

nepodepisuje zpravy a transakce



Protokoly SSL a TLS

« Record Layer Protocol (RLP)
« Sifruje a podepisuje fragmenty
« Hanshake Protocol (HP)

« priprava protokolove suity

— protokol Sifrovani a kontrolniho souctu, komprimacni alg.
— data pro vypocCet hlavniho tajemstvi

« Change Cipher Specification Protocol (CCSP)
e pravena suita — aktualni suita

 Alert Protocol (AP)

« signalizace zavad



nova relace

ClientHello(HP)
ServerHello(HP)

Certificate(HP)
CertificateRequest(HP)
ServerHelloDone(HP)

Certificate(HP)

ClientKeyExchange(HP)

CertificateVerify(HP)

Change Cipher Spec.

Finished(HP)

Change Cipher Spec.
Finished(HP)

Data Data



obnoveni relace

ClientHello(HP)
o ServerHello(HP)
» Change Cipher Spec.
* Finished(HP)
Change Cipher Spec.
Finished(HP)

Data e Data



sdilené klice

client_random (ClientHello)

server_random (ServerHello)

PreMasterSecret (ClientKeyExchangeMessage)

pro RSA nahodné ¢islo zaSifrované K" serveru

vznikne blok sdilenych tajemstvi

vypocet kontrolniho souctu klient — server
vypocet kontrolniho souctu server — klient
symetricky Sifrovaci kli€ klient — server
symetricky Sifrovaci kliC server — klient
Inicializacni vektory



HTTPS

» konfigurace

e anonymni server
« autentizace klientu

* problém s certifikaty
e virtualni servery

e s jednim klicem

* s vice KlicCi



apache (httpd.conf)
LoadModule ssl_module modules/mod_ssl.so
Listen 443
<VirtualHost _default_:443>
SSLENgine on
SSLCertificateFile /etc/apache2/ssl/server.cer

SSLCertificateKeyFile /etc/apache2/ssl/server.key

</VirtualHost>



apache - autentizace klienta

<VirtualHost default :443>

SSLVerifyClient require
SSLVerifyDepth 10
SSLCACertificateFile /etc/apache2/ssl/ca.cer

</VirtualHost>



odkazy

« http://www.root.cz/clanky/ssl-autentizacia-s-webovym-serverom-apache/

e nastaveni apache
* http://wiki.cacert.org/VhostTaskForce

* virtualni servery


http://www.root.cz/clanky/ssl-autentizacia-s-webovym-serverom-apache/
http://wiki.cacert.org/VhostTaskForce
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