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Firewall a iptables a nftables

https://www.bit.nl/news/115/88/Cut-here-to-activate-firewall-layer-1-firewalls-op-OHM2013
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foR8 Firewall

A firewall is a hardware or software
device which is configured to permit,
deny, or proxy data through a computer
network which has different levels of
trust.

* Jina definice - firewall je software, ktery
na zdkladé znalosti protokoll a pravidel
umi manipulovat s pruchozimi daty.
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* Firewall

» Packet filter
« Stateful filter
* Proxy

« Router
e NAT
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» Paket dorazi na vstupni rozhrani

 Automat rozhodne, zda paket vyhovuje
 vstupnim pravidlim
* Podle politiky s paketem nalozi:

« preposlat cili

* vyhodit

e odmitnout
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 Paket dorazi

* Proxy iniciuje vlastni spojeni na cilovy hostitel
* Iniciatorovi spojeni posle vysledek akce
e Iniciator vibec nekomunikuje primo

* Proxy je prostrednikem komunikace

* Proxy jsou

- Transparentni
- Netransparentni
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feRd Stateful filter

» Udrzuje informace o vsech spojenich

* Narocnejsi na implementaci, protoze
vyzaduje hodné zdroju (pamét, vypocetni
cas)

* Vyhody
« muze chréanit pred DoS Utoky
 odfiltruje nezadouci chovani sitového spojeni
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fo&8 Netfilter/Iptables

* Netfilter je framework pro manipulaci s
pakety, prichazejicimi do sitovych
rozhrani (kernelspace)

 |ptables je userspace utilita pro
manipulaci s "hooks”
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* Chain - retéz - obsahuje sadu pravidel,
ktera jsou aplikovana na kazdy paket,
ktery prochazi timto chainem.

* INPUT

« OUTPUT

* FORWARD

« PREROUTING
* POSTROUTING
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 Table - Kazda tabulka ma vlastni Ucel:

* raw - hola data

* nat - preklad adres

« mangle - modifikace paket(

e filter - filtrovani paketu (vychozi tabulka)
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* Internal network -
P sit ktera za zadnych
okolnosti neni
dostupna zvenci

« DMS -
servery, které jsou
dostupné i z
Internetu

Router (WAN) g | z lokalni site

Intranet -~
(LAN)

By en:User:Pbroks13 - http://en.wikipedia.org/wiki/Image:DMZ_network_diagram_1_firewall.png, Public Domain, https://commons.wikimedia.org/w/index.php?curid=4045242
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Intranet
(LAN)

Router (WAN)

By en:User:Pbroks13 - http://en.wikipedia.org/wiki/Image:DMZ_network_diagram_2_firewalls.png, Public Domain, https://commons.wikimedia.org/w/index.php?curid=4045251

3 firewall Jan Kubr 11/36



ﬂﬂﬂﬂﬂ
SSSSSS

mangle
FORWARD

FORWARD

mangle

OUTPUT
nat

OUTPUT

mangle
POSTROUTING
POSTROUTING

NETWORK

* PREROUTING
* POSTROUTING
* INPUT

« OUTPUT

* FORWARD
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fo&¢ Priprava firewallu

« Rozdeéleni na zény
e Promysleni chaind

Priprava "na papir”

Volba vychozi politiky:
« DROP

. REJECT

« ACCEPT

 LOG
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o8 iptables

* |ptab
* |ptab
* iptab
* |ptab

* iptab
* |ptab
* iptab

es -L -

N

es -L -n -t nat
es -A <CHAIN> -j <POLICY>
es -P <CHAIN> -j <POLICY>

es -P
es -P
es -A

Z

DU'
DU'

- ACCEPT
" DROP

PUT -j LOG
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f2&8 Specifikace cile/zdroje

* iptables -A <CHAIN> -s <zdroj> -d <cil> -j
<policy>
o <zdroj>/<cil>
- IP adresa
- subnet/maska
* | - negace (pozor na bash)

* -p <protokol>
- tcp
- udp ...
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fo&8 Dalsi parametry

« --sport <cislo> = zdrojovy port
« --dport <cislo> = cilovy port

e <cislo> muze byt rozsah napr. 0:1023
e -m <modul>

* state
° owner
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« -Z = vynuluje citace

e -F = flush (vymaze vsechny pravidla z
chainu)

¢« -X = smaze chain (bez referenci, bez
pravidel)

* -N = vytvori chain
* -j = join chain (do jiného)
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fo&8 Mazani pravidel

e -F Ci -X
* -D <chain> <rule-specification>

e -D <chain> <rulenum>
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feR8 Jak na to...

 Piste pravidla do prikazového radku,
okamzité se projevuji

« Napiste si skript, ktery poté spustte

* Pouzijte néjaky skript treti strany, ktery za
vas pravidla vygeneruje (napr. Shorewall)

 iptables-save, iptables-restore
* cron script
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foR8 nftables

* nft
 tabulky (ip, ip6, inet, arp, bridge)
« nft add table inet filter
« nft list tables
» nft list|delete|flush table inet filter
« chain (reqgular, base (hook) (filter, route, nat))
» nft add chain inet filter webfilter

* hook: prerouting, input, forward, output, postrouting

« nft add chain inet filter inputchain '{ type filter hook input priority
o; }
« nft chain inet filter inputchain '{ policy drop ; }'
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foR8 nftables

* rule

* nft add rule inet filter inputchain tcp dport
{ ssh, https } accept

e stav

» nftables.service, /etc/nftables.conf
e nft list ruleset > /etc/nftables.conf
* nft flush ruleset

* nft -f /etc/nftables.conf
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foR8 nftables

» operace s pravidly
» add, insert, add position #, replace handle #, delete handle #
* parametry pravidel

* meta - meta informace, napriklad o rozhrani

- oif <index vystupniho rozhrani>, iif <index vstupniho rozhrani>, oifname <ndézev vystupniho rozhrani>,
iifname <néazev vstupniho rozhrani>

* icmp - protokol ICMP
- type <typ icmp>
* icmpv6 - protokol ICMP
- type <typ icmpv6>
* ip - protokol IPv4
- protocol <protokol>, daddr <cilovéd adresa>, saddr <zdrojova adresa>
* ip6 - protokol IPv6
- daddr <cilové adresa>, saddr <zdrojova adresa>
» tcp - protokol TCP
- dport <cilovy port>, sport <zdrojovy port>
» udp - protokol UDP
- dport <cilovy port>, sport <zdrojovy port>
» sctp - protokol SCTP
- dport <cilovy port>, sport <zdrojovy port>
» ct - connection tracking, sledovani spojeni
- state <new | established | related | invalid>
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foR8 nftables

» pocitadla

* counter

komentare

« comment \"DNS resolver Google\"

operace

« accept, drop, reject, reject with icmp type, reject with icmpv6
type

skok

» nft add rule ip filter input ip protocol udp jump|goto udp-chain

* jump - navrat, goto - default politika nového retezce
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foR8 nftables

* logovani
« nft add rule filter input tcp dport 22 ct state new log
prefix \"SSH spojeni: \" accept
« nft add rule filter input iif ethO log tcp dport 22 accept

* NAT

* SNAT

- nft add table nat
- nft add chain nat prerouting { type nat hook prerouting priority 0 \; }

- nft add chain nat postrouting { type nat hook postrouting priority
100\; }

- nft add rule nat postrouting ip saddr 192.168.1.0/24 oif ethO snat
203.0.113.10
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foR8 nftables

* masquerade
« nft add rule nat postrouting masquerade
« DNAT

 nft add table nat

« nft add chain nat prerouting { type nat hook prerouting
priority \-100 \; }

* nft add rule nat prerouting iif ethO tcp dport { 80, 443 } dnat
192.168.1.200

« forwarding
» nft add rule nat prerouting tcp dport 8080 redirect to 80
* bezestavovy NAT

* nft add rule ip raw prerouting ip protocol tcp ip daddr set
192.168.1.100 tcp dport set 10 notrack
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foR8 nftables

* vykon
* set
* slovnik
* Mapa
* rozsah
e retézeni
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o8 firewalld

https://www.root.cz/serialy/firewalld-a-rizeni-site-v-zonach/

frontend k nftables (iptables)

integrace s NetworkManagerem

zalozeny na zonach
« ZONy
« rozdéleni sitového prostredi
- /usr/lib/firewalld/zones/
« v kazdé zéné alespon jedno rozhrani

« vstup, vystup, NAT
e provoz mezi prave dvéma zonami
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&8 Pravidla

* firewall-cmd
« docCasna x perzistentni
e perzistentni
 --permanent, -reload a -runtime-to-pernament
e zjisténi stavu
« --get-active-zones, --get-default-zone, --list-all,
« --get-services, --info-service <service>
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fo&8 Konfigurace

« pridani interface do zény

# firewall-cmd --permanent --zone=home --add-interface=enp0s8
# nmcli connection modify interni connection.zone home

» prace se sluzbami

* /usr/lib/firewalld/services/ , /etc/firewalld/services/
« vytvoreni, aktivace, deaktivace, doCasna aktivace

# firewall-cmmd --permanent --new-service=home-assistant

# firewall-cmd --permanent --service=home-assistant --set-description="Home Assistant"

# firewall-cmd --permanent --service=home-assistant --set-short=ha

# firewall-cmd --permanent --service=home-assistant --add-port=8123/tcp
# firewall-cmmd --permanent --zone=public --add-service=ssh

# firewall-cmmd --permanent --zone=public --remove-service=ssh

# firewall-cmd --timeout=3h --zone=public --add-service=ssh

* porty
e otevreni a zavreni

# firewall-cmmd --permanent --zone=home --add-port=22/tcp
# firewall-cmmd --permanent --zone=home --remove-port=22/tcp
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« defaultni zény

e /usr/lib/firewalld/zones/ , /etc/firewalld/zones/

- # firewall-cmmd --get-zones
- block dmz drop external home internal public trusted work
- # firewall-cmmd --permanent -new-zone=web

e vlastni zéna

- # firewall-cmmd --permanent --zone=web --set-
description="Zona pro webovy server"

- # firewall-cmmd --permanent --zone=web --set-target=REJECT
- # firewall-cmd --permanent --zone=web --add-service=ssh
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 rlzné typy

« vytvoreni, konfigurace, pouziti

# firewall-cmd --permanent --new-ipset=privatni --
type=hash:net

# firewall-cmd --permanent --ipset=privatni --add-
entry=192.168.0.0/24

# firewall-cmd --permanent --ipset=privatni --add-
entries-from-file=adresy.txt

# firewall-cmd --permanent --zone=trusted --add-
source=ipset:privatni
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foR8 Politiky

« oproti z6ndm rtGizné sméry
« HOST, ANY
* priorita
* nejnizsi (i zaporna) prvni
« vychozi TARGET CONTINUE
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&8 Modifikace provozu

* masquerade

- # firewall-cmd --permanent --zone=external --add-
masquerade

* snat

- firewall-cmd --zone=public --add-masquerade --
source=10.10.10.0/24 --to-source=11.11.11.1

 dnat

- # firewall-cmd --permanent --zone=external --add-
forward-
port=port=80:proto=tcp:toport=8080:toaddr=10.1.2.20
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fo&8 No a dal

« prace s ICMP
* helpery
« komplexni pravidla

- rule [family="rule family"]

[ source [NOT] [address="address"] [mac="mac-address"]
[ipset="ipset"] ]

[ destination [NOT] address="address" ]
[ element ]

[ [ log [prefix="prefix text"] [ level="log level"] [ limit
value="rate/duration"] ]

[ audit ]
[ action ]
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« pouzivejte jen jednu technologii na jednom
stroji

e pozor na poradi pravidel
« funkce, vykon

« vykon
« sety, pocet pravidel

« vzdalené stroje
* opravovaci skript
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* https://www.root.cz/serialy/vse-o-iptables/

* https://www.petrkrcmar.cz/prednasky/nftables 2017.pdf

e https://wiki.nftables.org

* https://www.root.cz/serialy/firewall-s-nftables/

e https://www.root.cz/serialy/firewalld-a-rizeni-site-v-zonach/

. ht;ps://www.root.cz/clanky/ipset—odIehcete—pretizenym—iptabl
es

* https://www.root.cz/serialy/firewalld-a-rizeni-site-v-zonach/
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