BI-SSB - Lab Manual 6
IPSec VPN in GNS3 use router firmware 3725

1. Introduction

In the beginning | have to explain you the following keywords: topology formation, IKE phase 1,
IKE phase 2, ISAKMP (Internet Security Association and Key Management Protocol), Diffie -
Hellman, IPSec, transformset, cryptomap.

IPSec has two phases: IKE phase 1 (ISAKMP) and IKE phase 2 (IPSec). Thus we need to specify
the security methods twice (once for each phase). The security elements you can remember using
the term HAGLE (to “haggle” in English means trying to obtain a better price): H = hash, A =
authentication, G = group number, L = lifetime, E = encryption. To simplify the setup for this
topology we choose:

(E) Encryption: AES 128 bit;

(H) Hash: SHA,;

(L) Lifetime: 24 h;

(G) Diffie Hellman Group Level 2;

Tunnel mode (not transport mode, the whole packet is encrypted, together with the IP headers);
Tunnel encryption: ESP-AES

Tunnel hash: ESP-SHA-NMAC.

The topology is very simple:
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The networks 1.0.0.0 and 3.0.0.0 represent 2 companies (they are private networks, not primate
IPs) while the network 2.0.0.0 represents a public network. We are going to use Telnet (insecure
by nature) from router R1 to login remotely to router R4. On the network 2.0.0.0 we shall start
Wireshark and capture the data traffic. Before VPN we will be able to see all the data in plain text.
Once the VPN is activated then the traffic from network 1.0.0.0 to network 3.0.0.0 (and
backwards) will be encrypted. The VPN settings are applied on the routers R2 and R3 (the
enterprise border routers).

2. Configuring the basic setup

2.1. Setting up the interfaces:



Be careful of which router you setup what addresses. My explanation is based on the exact given

diagram. In reality the names of the interfaces may differ.

R1# configure terminal
R1-conf# interface fastEthernet 0/0
R1-conf-if# ip address 1.0.0.1 255.0.0.0
no shutdown
exit
R2# configure terminal
R2-conf# interface fastEthernet 0/0
R2-conf-if# ip address 1.0.0.2 255.0.0.0
no shutdown
exit
R2-conf# interface fastEthernet 0/1
R2-conf-if# ip address 2.0.0.1 255.0.0.0
no shutdown
exit
R3# configure terminal
R3-conf# interface fastEthernet 0/1
R3-conf-if# ip address 2.0.0.2 255.0.0.0
no shutdown
exit
R3-conf# interface fastEthernet 0/0
R3-conf-if# ip address 3.0.0.1 255.0.0.0
no shutdown
exit
R4-conf# interface fastEthernet 0/0
ip address 3.0.0.2 255.0.0.0
no shutdown
end

2.2 Setting up EIGRP dynamic routing

We need to activate EIGRP on all participating networks. Let us suppose the autonomous system
number is 10.

R1-conf#
R1-conf-router#

router eigrp 10
network 1.0.0.0

R2-conf#
R2-conf-router#
R2-conf-routert

router eigrp 10
network 1.0.0.0
network 2.0.0.0

R3-conf#
R3-conf-router#
R3-conf-router#

router eigrp 10
network 2.0.0.0
network 3.0.0.0

R4-conf#
R4-conf-router#

router eigrp 10
network 3.0.0.0

2.3 Testing connectivity



From any router you should be able to ping all the addresses: 1.0.0.1, 1.0.0.2, 2.0.0.1, 2.0.0.2,
3.0.0.1 and 3.0.0.2.

2.4 Setting up Telnet on router R4

We need to define a username and a password (username mama, administrator level - 15,
password tata):

R4-conf# username mama privilege 15 secret tata

And activate the Telnet on the remote connection terminal lines (line vty, all 16 of them):

R4-conf# line vty 0 15
R4-conf-line# transport input telnet
login local //use the local database of users

2.5 Testing and conclusions

You need to have Wireshark installed. Right-click on the cable between R2 and R3. Start
capturing.

Go on router R1 and do telnet 3.0.0.2. Put your username and password. You should now be
remotely connected.

Go on Wireshark and see the content of the packets. Can you spot the username and the
password? The username is doubled because when you type the letter m on R1 it goes from R1
to R4 and back from R4 to R1 to be displayed. The password is not displayed thus it is only once,
each letter. Each letter is in one packet but try to aggregate (Follow TCP Stream) the
communication. Can you spot the username and password in plain text? Use the command exit
to exit the remote connection.

[ ] [ ] 4 Capturing from Standard input — R2 FastEthernet0/1 to R3 FastEthernet0/1
la|m 4 @ XNE Qe=mnEF S = 5 Q Q Q H
M Apply a display filter ... <38/> - | .} Expression... o
No. Time Source Destination Protocol  Length Info
16 23.034821 2.0.0.1 224.0.0.10 EIGRP 74 Hello
17 25.303978 €2:02:07:14:00:01 €2:02:07:14:00:01 LooP 60 Reply
18 25.448186 €2:03:07:23:00:01 €2:03:07:23:00:01 LooP 60 Reply
19 26.091387 2.0.0.2 224.0.0.10 EIGRP 74 Hello
20 26.716375 1.0.0.1 3.0.0.2 TCP 58 46309 - 23 [SYN] Seq=@ Win=4128 Len=@ MSS=536
r 21 26.747726 .0.0. .0.0. TCP 58 23 - 46309 [SYN, ACK] Seq=0 Ack=1 Win=4128 Len=0 MSS=536
22 26.759504 TCP 54 46309 - 23 [ACK] Seq=1 Ack=1 Win=4128 Len=0

3.0.0.2 1.0.0.1
1.0.0.1 3.0.0.2
26.783223 1.0.0.1 3.0.0.2
1.0.0.1 3.0.0.2
3.0.0.2 1.0.0.1

26.793546 Mark/Unmark Packet LU . 23 [ACK] Seq=10 Ack=1 Win=4128 Len=0
25 26.820608 g lgnore/Unignore Packet #D
| Set/Unset Time Reference ~ #T I
» Frame 23: 63 bytes on wire (504 bits), 63 bytes captured (504 bits) Time Shift... BT
» Ethernet II, Src: c2:02:07:14:00:01 (c2:02:07:14:00:01), Dst: c2:83 packet Comment... X¥C
» Internet Protocol Version 4, Src: 1.0.0.1, Dst: 3.0.0.2
» Transmission Control Protocol, Src Port: 46309, Dst Port: 23, Seq: Edit Resolved Name
» Telnet .
Apply as Filter >
Prepare a Filter >
Conversation Filter >
Colorize Conversation >
SCTP >
€2 03 07 23 00 01 c2 02 07 14 00 01 @8 00 45 CO ...#.... -..i Cony » | UDP Stream
00 31 67 bc 00 00 fe 06 50 48 01 00 00 01 03 00 P [+ PR PH.. SSL Stream
00 02 b4 e5 00 17 55 23 dd 48 8b 67 6b 11 50 18 ...... U# .H.¢
10 20 9d a6 00 @0 ff fd @3 ff fb 1f ff fb 21  areens ool | e aeEE v HTTE Stream
Decode As...
Show Packet in New Window
7 Ready to load or capture Packets: 86 - Displayed: 86 (100.0%) Profile: Default |



[ ] [ ] Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_-_20180309143236_oVasYK
Standard input — R2 FastEthernet0/1 to R3 FastEthernet0/1 Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_-_20180309143236_oVasYK

User Access Verification
Username: ..... L Piviaaas mmaammaa
Password: tata

Ra#eexixitt

21 client pkts, 18 server pkts, 27 tums.

Entire conversation (141 bytes) u Show and save dataas ASCII d Stream 0
LS Lz
Help Filter Out This Stream Print Save as... Back Close

1

3. Setting up the IPSec VPN

The VPN setup will be done on routers R2 and R3 (the enterprise border routers). Be careful
because the configurations must be perfectly mirrored (the same but with corresponding
parameters) otherwise it does not work.

3.1 Setup of R2

3.1.1. ISAKMP activation

R2-conf# crypto isakmp enable

3.1.2. IKE Phase 1 (ISAKMP)

R2(config)# crypto isakmp policy ?
// why more policies ? Ahaaa - priorities
R2(config)# crypto isakmp policy 100
R2(config-isakmp)# encryption aes ? // ook !
R2(config-isakmp)# encryption aes 128
R2(config-isakmp)# hash sha
R2(config-isakmp)# authentication pre-share ?
//Question: why are you not allowed to enter the key here ???
R2(config-isakmp)# authentication pre-share
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R2(config-isakmp)# group ?
R2(config-isakmp)# group 2
R2(config-isakmp)# lifetime 86400
R2(config-isakmp)# exit
R2# show crypto isakmp policy
//Question: why more than one ? Who programmed the other one ?

R2(config)# crypto isakmp identity ?
R2(config)# crypto isakmp identity address
R2(config)# crypto isakmp key ?
R2(config)# crypto isakmp key 0 SUPERSECRET ? //this is the password for auth
R2(config)# crypto isakmp key 0 SUPERSECRET address 2.0.0.2
//Router R2 authenticates router R3 based on a password (SUPERSECRET) and its
IP address (2.0.0.2)

3.1.3. IKE Phase 2 (IPSec)

R2(config)# crypto ipsec transform-set MYSET ?

R2(config)# crypto ipsec transform-set MYSET esp-aes 128 esp-sha-hmac
R2(cfg-crypto-trans)# mode tunnel

R2(cfg-crypto-trans)# exit

R2(config)# crypto ipsec security-association ?

R2(config)# crypto ipsec security-association lifetime seconds 3600

3.1.4. Define the traffic which will trigger the VPN tunnel

R2(config)# ip access-list extended VPNTRAFFIC
R2(config-ext-nacl)# permit jp 1.0.0.0 0.0.0.255 3.0.0.0 0.0.0.255

//The accesslist permits traffic from network 1.0.0.0 to network 3.0.0.0

//Be careful when configuring this on the other side (R2) — again: traffic from ... to ... - they must
be configured properly relatively to your router

//If you have multiple subnets — not your case — you must define one line for EACH subnet

3.1.5. Define a crypto map

//A cryptomap thighs everything together.

R2(config)# crypto map MYMAP 1 ipsec-isakmp
R2(config-crypto-map)# set peer 2.0.0.2 //Yes, you have to define the peer twice...
R2(config-crypto-map)# set transform-set MYSET
R2(config-crypto-map)# match address VPNTRAFFIC
R2(config-crypto-map)# set pfs group2
//PFS = Perfect Forward Security



3.1.6. Apply the crypto map to the interface

R2(config)# interface fastEthernet 0/1
R2(config-if)# crypto map MYMAP

3.2 Setup of R3

3.2.1. ISAKMP activation

R3-conf# crypto isakmp enable

3.2.2. IKE Phase 1 (ISAKMP)

R3(config)# crypto isakmp policy ?
// why more policies ? Ahaaa - priorities
R3(config)# crypto isakmp policy 100
R3(config-isakmp)# encryption aes ? // ook !
R3(config-isakmp)# encryption aes 128
R3(config-isakmp)# hash sha
R3(config-isakmp)# authentication pre-share ?
//Question: why are you not allowed to enter the key here ???
R3(config-isakmp)# authentication pre-share
R3(config-isakmp)# group ?
R3(config-isakmp)# group 2
R3(config-isakmp)# lifetime 86400
R3(config-isakmp)# exit
R3# show crypto isakmp policy
//Question: why more than one ? Who programmed the other one ?

R3(config)# crypto isakmp identity ?
R3(config)# crypto isakmp identity address
R3(config)# crypto isakmp key ?
R3(config)# crypto isakmp key 0 SUPERSECRET ? //this is the password for auth
R3(config)# crypto isakmp key 0 SUPERSECRET address 2.0.0.1
//Router R2 authenticates router R3 based on a password (SUPERSECRET) and its
IP address (2.0.0.1)

3.2.3. IKE Phase 2 (IPSec)

R3(config)# crypto ipsec transform-set MYSET ?

R3(config)# crypto ipsec transform-set MYSET esp-aes 128 esp-sha-hmac
R3(cfg-crypto-trans)# mode tunnel

R3(cfg-crypto-trans)# exit

R3(config)# crypto ipsec security-association ?

R3(config)# crypto ipsec security-association lifetime seconds 3600
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3.2.4. Define the traffic which will trigger the VPN tunnel

R3(config)# ip access-list extended VPNTRAFFIC
R3(config-ext-nacl)# permit ip 3.0.0.0 0.0.0.255 1.0.0.0 0.0.0.255

3.2.5. Define a crypto map

//A cryptomap thighs everything together.

R3(config)# crypto map MYMAP 1 ipsec-isakmp
R3(config-crypto-map)# set peer 2.0.0.1 //Yes, you have to define the peer twice...
R3(config-crypto-map)# set transform-set MYSET
R3(config-crypto-map)# match address VPNTRAFFIC
R3(config-crypto-map)# set pfs group2
//PFS = Perfect Forward Security

3.2.6. Apply the crypto map to the interface

R3(config)# interface fastEthernet 0/1
R3(config-ifi# crypto map MYMAP

4. Testing

The VPN is triggered ONLY by traffic from network 1.0.0.0 to 3.0.0.0 or the opposite direction,
thus from R1 to R4 ONLY. Any other traffic will NOT trigger the VPN.

Telnet from R1 to R4 and capture the traffic in Wireshark:
R1# telnet 3.0.0.2

You will see ESP (Encapsulated Security Payload) in Wireshark. You cannot intercept the
passwords. The rest works EXACTLY as before.

5. Debugging (if needed)
Debugging:

R2 or 3# debug crypto isakmp //for phase 1
R2 or 3# debug crypto ipsec //for phase 2

See the configuration:



R1# show run
R1# show run | transform
R1# show run | crypto

[ NON 4 Capturing from Standard input — R2 Fast‘EthernetO/‘l to R3 FastEthernet0/1
a H e, It p—
Aam g © XNE Qe=nES S = Q Q q H
] [Apply a display filter ... <38/> (=3 ~| Expression.. +
No. Time Source Destination Protocol  Length Info

1952 2817.424878 2.0.0.1 ESP 118 ESP (SPI=0xb48f57cl)

1953 2817.455963 . ESP 118 ESP (SPI=0xdd6d3e3e)
1954 2817.466438 . ESP 134 ESP (SPI=0xdd6d3e3e)

ESP 118 ESP (SPI=0xddéd3e3e)
1956 2817.497746 . ESP 134 ESP (SPI=0xb48f57cl)

1957 2817.507890

2
2
2

1955 2817.476545 2.
2
2 ESP
2

1959 2817.538334 2. ESP
1960 2817.538390 2. ESP 118 ESP (SPI=0xb48f57cl)
1961 2817.548441 2. ESP 118 ESP (SPI=0xdd6d3e3e)

1962 2817 550327 2.0 0.1 a 2 ESP. 124 _FSP_(GPT. dfd3e3a)
Frame 1958: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface @
Ethernet II, Src: c2:03:07:23:00:01 (c2:03:07:23:00:01), Dst: c2:02:07:14:00:01 (c2:02:07:14:00:01)
Internet Protocol Version 4, Src: 2.0.0.2, Dst: 2.0.0.1
Encapsulating Security Payload

vvyvy

0000 €2 82 07 14 00 01 c2 @3 07 23 00 91 08 90 45 c@
2012 00 68 @5 02 00 @0 ff 32 bl 9f 02 00 00 02 02 00
2020 00 01 b4 8f 57 c1 00 @@ 00 04 46 2a of 8a 6f 9d
2030 ad 6e 3a 89 6e 15 67 bc a3 d4 b2 96 f7 65 eb bb
0040 80 1c e4 73 75 4a @a d7 Oc 42 da 5d 49 8f f8 73  ...sul.. .B.]I..s
2050 2b 64 35 d3 96 73 ba bb b9 3c d9 7b 66 32 39 b8 +d5..s.. .<.{f29.
2060 b6 cf 87 ce 91 81 bd a5 11 86 79 6f 61 2f 6a 78 . e wayo0a/ix
2070 d5 3a ee 2c da ae . .




